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EXECUTIVE SUMMARY

This report is a summary of the 34 final Implementation Plans (IPs) that were drafted by
the state project teams® under RTI International’s contract with the Agency for Healthcare
Research and Quality (AHRQ). The contract, entitled Privacy and Security Solutions for
Interoperable Health Information Exchange, is jointly managed by AHRQ and the Office of
the National Coordinator for Health Information Technology. The following summary report
provides a glimpse into the activities that the 33 states and 1 territory that form the Health
Information Security and Privacy Collaboration plan to implement in their states over the
next 12 to 18 months.

Background

The IPs serve as both the culmination of prior work on the project and as practical tools for
sustaining the development of privacy and security solutions that enable the electronic
exchange of health information. To produce these plans, the state project teams followed a
process that encouraged sharing observations, ideas, and concerns among an array of
stakeholders including consumers, providers, insurers, state agencies, and others involved
in health information exchange. The process began with the assessment of variations in
business practices related to interorganizational exchange, the identification of barriers to
electronic exchange, and the proposal of solutions to barriers that both enable the electronic
exchange and maintain the privacy and security of health information.

The IPs summarized in this report are intended to be actionable documents that will guide
the development and adoption of a framework for privacy and security for electronic health
information exchange. The project teams in each state prepared both short- and long-term
plans to protect privacy and security. Many of the plans mention uncertainty about funding
for the implementation plans as a constraint in considering scope and schedule of the plans.
Some plans included securing funding as a critical part of the plan.

Many of the IPs noted difficulty in considering privacy and security solutions in the absence
of a practical model of how exchange might occur and where in the process safeguards can
be put into place. Limitations also included interdependencies with national-level issues that
remain to be resolved or addressed, and state and regional uncertainties with the legislative
process needed to make changes or modifications to existing laws.

1 Throughout this report the 33 states and 1 territory are referred to as the state project teams or

state teams.
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Implementing State-level Solutions

Implementing Leadership and Governance Solutions

In Section 4.1 we describe the state project teams’ proposed approaches to leadership and
governance of privacy and security activities moving forward. Fourteen of the 34 state
project teams proposed the need for an oversight body. Eleven state teams proposed
creating a new oversight body to lead and promote electronic health information exchange
activities within the state, including implementing solutions and carrying on work done by
the state project teams; issuing policy, technical, and/or legal guidance; and promoting
interoperability. Teams proposed that this body could derive from a legislative or executive
mandate.

In addition to the need for oversight, state project teams also planned to implement
governance structures that include stakeholder work groups including legal and technical
groups that would offer leadership and guidance as solutions are vetted and implemented.
In addition to providing leadership and guidance, tasks assigned to the governing
committees also included promoting the adoption and use of electronic health records
(EHRs) and best practices to small and rural providers within the state.

The majority of state project teams proposing leadership and governance structures thought
that this was feasible. Although the state teams were generally optimistic with respect to
implementation, 13 state teams raised funding as the most likely barrier to success. Staffing
and government support were the next most frequently cited barriers to implementation.
State project teams where electronic health information exchange efforts were just
beginning noted that they were eager to access the expertise available from states that are
more advanced in setting up their efforts.

Implementing Practice and Policy Solutions

A majority of solutions state project teams put forward were multifaceted and most had a
policy or practice component. For example, although approaches to obtaining and
documenting patient consent and authorization included technology and legal components,
there was widespread agreement about the need for common understanding on the critical
elements that comprise patient consent and the need for a universal consent form. A
number of states also noted that those policies will need to address consent management in
emergency situations and for specially protected information.

Policy development was also proposed to reduce variation associated with the interpretation
and application of the Health Insurance Portability and Accountability Act (HIPAA) Privacy
and Security Rules. Many state project teams proposed plans to draft policy manuals and to
provide training and policy guidance and education. One state proposed working with
professional associations within the state to help develop consistent definitions and
interpretations of terms and concepts related to the HIPAA Rules.

ES-2 Final Implementation Plans
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Several states proposed addressing the variation related to exchange of specially protected
health information, which generally includes alcohol and drug abuse, mental health
information, and human immunodeficiency virus/acquired immunodeficiency syndrome
(HIV/AIDS) status, with policy solutions rather than making recommendations for federal
action. Ten state project teams included policy solutions for exchanging specially protected
health information.

Six state teams proposed the use of some type of model documents. Three state project
teams planned to draft language for business associate agreements (BAAs),? to be used by
HIPAA-covered entities within the state. One of these 3 state project teams intended to
include education regarding model BAAs. Two additional state project teams made general
reference to drafting standardized forms or policies, but did not develop these plans in
greater detail.

Three state project teams addressed the issue of exchanging Medicaid data, with 2 state
teams outlining implementation plans to do so. One state intended to establish policies to
facilitate the flow of information between Medicaid and non-Medicaid providers. Another
state proposed creating minimum security standards for sharing Medicaid data,
implemented through contractual agreements.

Two state project teams raised the issue of exchanging information with public health
authorities, although the plans were not fully developed. One state project team noted the
value of law enforcement officials in emergency situations and raised the issue of data
exchange with law enforcement. The team planned to offer targeted training programs for
law enforcement officials including judges and to develop model protocols for information
exchange by conferring with state agencies, the attorney general’s office, and police on the
design of the protocol. The state project teams noted that funding and stakeholder and
consumer engagement were likely to be the biggest barriers to implementing policy
solutions. Other potential barriers included resistance to change among health care staff
and lack of political support.

Implementing Legal and Regulatory Solutions

Three state project teams included plans for updating state law to apply to electronic health
information exchange. These ranged from broad unspecified plans to plans with a narrow

2 The states generally used the term business associate agreement instead of the regulatory term

business associate contract or arrangement. Either term is acceptable, but the agreement must be
in some form of legally enforceable vehicle, such as a contract, or in the intra-governmental
context, a memorandum of understanding. The HIPAA Privacy and Security Rules require covered
entities to document satisfactory assurance that their business associate will safeguard health
information through a written contract or other written agreement or arrangement. The rules have
specific provisions for business associate contracts and other arrangements. The other
arrangements category includes, for example, memorandums of understanding between agencies.
Thus, the term business associate agreement (BAA) encompasses both contracts and other
arrangements and this term is used in the summary above.
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focus such as planning to update a law that requires wet signatures to accommodate
electronic signatures when prescribing medications.

Proposed amendments to state law fell into 3 broad categories: amending state law to
mirror federal law, amending state law to remedy state-specific concerns, and amending or
drafting new state law to address consistency issues more broadly. Five state project teams
drafted plans to align state law with federal law, usually HIPAA. Two teams made general
reference to federal law, 1 explicitly referenced HIPAA, and the other 2 planned to
incorporate the HIPAA Privacy Rule treatment, payment, and health care operations
exemption from patient authorization into state law. State-specific concerns were related to
specific language (or lack thereof) in state law. Four state project teams drafted language
that could be used to amend state law related to consent, interactions between Medicaid
and non-Medicaid providers, treatment, electronic health information exchange and minors,
and specially protected information, including genetic testing results. Three project teams
planned to amend state law to correct inconsistencies in definitions of terms and between
state regulations governing the exchange of general health information and specially
protected information.

Eleven teams’ plans included recommendations for new legislation and 3 teams planned to
draft new legislation, but were still in the process of examining the need for legislation in a
number of areas. One team was unable to locate any state law that applied to electronic
exchange and planned to form a committee to draft foundational laws and regulations.

The remaining legal and regulatory solutions fell into 2 general categories: consolidating or
centralizing state laws and regulations, and considerations of the Physician Self-Referral Law
and the Healthcare Antikickback Law (commonly referred to as the Stark and Antikickback
Laws). Three state project teams planned to consolidate their state laws and regulations
governing privacy and security. It was thought that collocating the various pieces of
applicable legislation would facilitate legal analyses and reduce variation in business
practices.

Two state project teams planned to resolve issues related to the Stark and Antikickback
Laws. The Stark and Antikickback Laws prohibit physicians from receiving compensation,
including nonmonetary compensation, for referrals of Medicare and Medicaid patients. In
2006, the Department of Health and Human Services (HHS) announced new regulations
allowing exceptions for the donation of health information technology (HIT) equipment to
facilitate adoption of HIT and EHRs. Although the state project teams did not fully develop
their IPs for addressing these issues, they planned to do so in subsequent work.

State project teams identified a number of potential barriers to implementing regulatory
solutions; the most frequently cited was lack of stakeholder support. The need to have full
stakeholder support for any legislative change was recognized, although plans to gain that
support were not fully formulated. One state anticipated resistance to their proposed
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legislative amendment and included other options for amending state law, as well as an
analysis of the risks and benefits of choosing other solutions.

Other commonly cited barriers included those related to the legislative process. Three states
have legislatures that meet infrequently and/or for short periods of time. The compressed
time frame of these legislative sessions makes it difficult to pass legislation that does not
have substantial support from the outset. While some states were confident that they would
receive support from legislators, 2 state teams expressed doubts about their ability to find
sponsors for their legislation or to achieve consensus with those sponsors.

Implementing Technology and Standards Solutions

The majority of technology solutions focused on methods for patient and provider
identification, user and entity authentication, authorization, and access controls. Several
state project teams focused on developing a centralized provider directory to authenticate
and authorize providers. State project teams also proposed using a master patient index
and a provider identification management system to function within their HIE or regional
health information organization. Other state project teams proposed probabilistic matching
algorithms to match patients with their records. Ten of the state project teams included IPs
related to user and entity authentication. Several state project teams studied biometrics and
other authentication tools. One state planned to develop a personalized health smart card
that individuals can carry. Another state was undertaking a pilot project to automate the
flow of laboratory orders and results among the major laboratories servicing the state and
health care providers. This was chosen as the vehicle for centralizing and sharing
authentication services as well as implementing interorganizational secure messaging.

Eighteen of the state project teams planned to implement solutions related to information
authorization and access controls to ensure access to data, people, or software programs
that have been granted access rights. The plans ranged from developing role-based access
standards that account for physicians’ on-call coverage and emergency roles to
implementing various authentication technologies. Many of the state project teams tackled
the issues related to authentication, authorization, access, and audit as a group (ie, the

4 A’s). The state project teams formed subgroups to research specific technology and
process solutions using various exchange models including centralized, federated, and
hybrid. Other states defined procedures and processes. One state project team is
developing a consensus model document of policies and procedures based on the provisions
of the HIPAA Rules. Another state project team drafted 19 principles or best practices to
guide their implementation. Specific technology solutions proposed for implementation
included digital signatures, digital certificates, biometrics, and USB and card swipe
technologies. Several state project teams were developing software tools to assist in
specifying minimum necessary information and specially protected health information.
Seven state project teams focused on information audits that record and monitor the
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activity of health information systems; most of the teams were planning to adopt industry
standards, but other teams planned to develop a framework for what standards need to be
reviewed and how to identify best practices.

Five state project teams planned to implement or strengthen information transmission
security or exchange protocols for information exchanged over an electronic
communications network. All of these teams will focus on the design and implementation of
technical solutions for expanded data exchange services, and several state project teams
will draft rules to govern how personal health information can be transmitted. One state
project team was specifically examining encryption as a technical solution and planned to
use their newborn screening program as a test case for implementing the new rules.
Another state project team will require that any patient information being transmitted on
external networks go through a virtual private network connection between client and
server or network to network.

Five of the state project teams planned to implement broad information security standards
and best practices. State project teams in the early planning stages for electronic health
information exchange were working to develop vocabulary, data, and messaging standards
while other state project teams planned to examine security standards in all 9 domains.
Typical of the more comprehensive approach was the plan to form an information
technology security committee to identify and establish a wide range of security standards
for entities participating in an HIE that will initially focus on established security protocols,
organizational standards, and minimum standards for exchange. Later work will involve
testing and recommending common standards and protocols in conjunction with privacy
policies for all areas of security. Another state project team planning a comprehensive
approach planned to establish data element standards and create a best practices
repository.

Implementing Education and Outreach Solutions

The majority of the states proposed some form of informational group meeting to share
information about electronic health information exchange with consumers. The goal of the
sessions is twofold: to educate consumers on the secure exchange of electronic health
information and to solicit input regarding the implementation plans and process. In addition
to the informational meetings, some states proposed utilizing a secure website to keep
consumers engaged and updated. Several states also planned to create consumer advisory
committees as a way to maintain consumer engagement.

Consumer education and engagement aims to address to 3 major issues: First, consumers
are often not aware of their rights and responsibilities with respect to their health care
records. Second, consumers may not be aware of the benefits of electronic health
information exchange and EHRs. Finally, because of the lack of information, consumers may
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mistrust HIEs and EHRs. As one state noted, “The cumulative differences in knowledge
among consumers and health care industry staff naturally leads to mistrust and negatively
affects consumers’ confidence for participation in electronic health information exchange.”
Another observed:

Patients and consumers are generally not aware of the privacy protections
and rights they enjoy under the HIPAA Rules and state law. Because of this,
many patients and consumers retain an unnecessarily high level of distrust
regarding the storage and communication of their health care information
when it is in electronic form. This high level of public distrust may threaten to
delay or derail the transition of the health care delivery system into the
information age.

Sixteen state teams included IPs for engaging with or educating consumers. These efforts
included community forums, focus groups, pamphlets and other literature, and a website
with frequently asked questions and other resources. Other options include television and
radio campaigns and collaboration with consumer groups to raise awareness about the
benefits of electronic health information exchange.

In addition to reaching out to consumers, state teams also planned outreach and
educational efforts for providers. States identified different levels of knowledge among
health care industry stakeholders about privacy and security requirements for electronic
health information exchange. The purpose for the provider education plans is to reduce
variations due to incorrect or incomplete understanding of relevant state and federal law.
Provider education may also reduce liability concerns and facilitate exchange if providers are
more confident in their compliance with state and federal law. Twelve state teams outlined
education efforts for providers, with 5 of these functioning as components of broader
educational efforts that include education and outreach for consumers and others, such as
payers and employers. In addition to general awareness about electronic health information
exchange and HIT, state teams also sought to raise awareness about specific issues. Three
states proposed educational efforts relevant to newly passed or anticipated legislation that
could change the way providers exchange information.

In addition to patients and providers, almost all of the state teams proposed plans for
informational sessions tailored toward legislators and government leaders to garner support
and funds for initiatives although the teams often did not include details on implementation
with the exception of 1 state team that plans to hold a statewide health information network
summit to share technological solutions to the privacy and security barriers identified in
their state.

Two other groups that state teams identified as targets for educational efforts included
public health and law enforcement officials. These individuals frequently need access to
personal health information in order to conduct disease surveillance and investigation in the
case of public health, and to assist in emergency care of a patient or to conduct criminal
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investigations and prosecutions in the case of law enforcement. Three state teams planned
educational programs for law enforcement officials. Two have already had success in
working with the officers, and 1 includes relevant training for members of the service
academy. One state planned to educate public health officials about their role in electronic
health information exchange, but did not offer details. Finally, 1 state has included public
health from the inception of their project, and has integrated a public health perspective
into their entire planning process.

State teams felt that it was feasible to implement education and outreach programs.
Although such programs may be costly, there are established frameworks for educating
consumers and providers. In addition, the fact that many state teams feel that such
education is critical to the success of electronic health information exchange and HIT makes
these programs a priority.

Although the state teams believe that educational solutions are feasible, they do recognize
that they will require special expertise in executing the education and outreach campaigns
and therefore often listed the need to identify and hire a marketing or communication
consultant to develop effective consumer messages. The state teams also proposed to
identify subject matter experts to be used in the various education forums. Another state
team reported that current events, such as those related to widely publicized breaches or
other unapproved releases of personal information, will greatly influence receptivity of
messages and acceptance of those messages.

Again, funding was a frequently cited barrier, as were stakeholder buy-in and political
support.

Implementing Multistate Solutions

Nineteen state project teams discussed the importance of transcending state lines to
provide quality and continuity of care for individuals traveling between states to receive
their health care, but only a few state project teams proposed plans for multistate
exchange. Four states proposed potential solutions that had specific tasks or time frames,
while another 11 state teams articulated the desire to collaborate with other states on a
particular issue and 5 additional state teams indicated a desire to pursue more organized
plans but felt that additional time and continued networking support were needed in order
to achieve a more structured collaborative environment for multistate solutions.

Few of the states proposed specific plans for the creation of a governance structure that
would oversee the creation of common privacy policy and security solutions between
multiple states, although a handful of states noted a willingness to join in such an effort if
one were started. Three states mentioned the possibility of coordinating efforts in their own
states with the efforts of a common coordinating body such as the State Alliance for
e-Health. One state indicated that it planned to convene a “multistate work group” that
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would track the direction in which neighboring states were going in a variety of different
areas and feed that information to other state-level work groups (clinical, technical,
legal/policy, etc).

State project teams noted a need to develop a plan for sharing data across state borders in
the case of disaster or emergency and continuing to explore legal templates that could be
shared between states. Three state project teams planned to pursue standard policies with
other states concerning emergency or “break the glass” procedures. One state project team
clearly outlined a plan to expand the state effort through its department of health and
department of emergency management to pursue communications plans and strategies in
the case of a bioterrorist attack or natural disaster into a regional plan. Three other state
project teams proposed to standardize the criteria used to identify a patient within an
electronic exchange. Three state project teams mentioned the need to standardize consent
practices across state boundaries. However, no plan details were provided.

One state project team discussed working on a model state law to improve interstate
communication and another state project team suggested working with the National
Conference of Commissioners on Uniform State Laws as part of a general review on
harmonizing federal and state law. Again, specific goals were not outlined in terms of
formulating or utilizing model laws. Two state project teams proposed specific plans to
pursue a compact between 3 states before the end of 2008 that would seek to clarify the
legal interstate environments related to each state’s electronic health information exchange
programs. Further, the state project teams proposed to standardize laws between
neighboring states that protect genetic information and define age of consent.

Four states proposed plans to create regional standards for technical issues, including the
development of a core set of privacy and security solutions. None of the state project teams
proposed multistate outreach or education plans.

Implementing National Solutions/Recommendations

The state project teams were charged with solving issues at the state level rather than
making recommendations for action at the national level, unless necessary to accomplish
their state-level goals. The state teams that did include recommendations for actions to be
taken at the national level indicated that it would simply be more expedient to implement
some standards at the national level than to try to achieve consensus within and across
states.

Most of the state project teams expressed a desire to see greater coordination of
governance, policy, regulation, technology standards, and education at the national level
rather than in scattered regional pockets. Twenty-one states made some type of
recommendation regarding national-level intervention. A number of states offered to
participate in leadership and the development of policy and technical standards, especially
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when they felt they had already made significant headway through local initiatives. The
theme, however, clearly indicated a strong feeling that these efforts should be centrally
coordinated and not left completely to local efforts, which can be scattered and lack
adequate resources. There is a shared understanding that central coordination will provide
for efficient knowledge transfer between state project teams that will advance the initiative
nationwide.

Seven states proposed recommendations for federal guidance on practice and policy. First,
although the states recognize that the variation in the way approval policies such as consent
and authorization are defined and implemented is largely driven by state laws, there is
widespread confusion when organizations try to reconcile the requirements of state law with
federal regulations that are more stringent with regard to specially protected data. Three
states suggested that a basic or core set of practices and policies for consent and
authorization could be defined and coordinated at the national level so states could choose
to adopt those that best met the needs of the state.

Three states suggested that federal policy guidelines regarding certain data elements would
greatly reduce the burden of developing technical standards. Two states suggested using
the American Society for Testing and Materials (ATSM) continuity of care record (CCR) as a
policy adoption target that would encourage the development of a data set that health care
providers would feel comfortable using. It is important to note here that the Health
Information Technology Standards Panel (HITSP) has endorsed the work done by ATSM and
Health Level 7 (HL7) to harmonize their respective standards to create the continuity of care
document (CCD). The CCD describes the use of the CCR standard data set so it could
function within the broader capabilities of HL7’s clinical document architecture (CDA).

Twelve states proposed the need for legislation or guidance at the federal level.

Three states suggested the need for new legislation or guidance concerning HIEs or other
clearinghouse organizations to enable information sharing between state-level HIEs. The
federal legislation would designate a federal privacy and security standard that preempts
more stringent state legislation in connection with information that is sent from one state to
another via a health information network. The state teams also recommended that the legal
status of HIEs be addressed at the national level, as well as the process of developing a
framework for liability that addresses the role of the state-level HIEs and the interaction of
federal and state-level regulatory frameworks.

Medicaid: One state team suggested that federal guidelines related to Medicaid data
release be reviewed and streamlined. The desired outcome would be changes to both
federal and/or state guidelines related to sharing of Medicaid data. Another state asked both
the Centers for Medicare & Medicaid Services and the Office of Inspector General for a
favorable advisory opinion excepting some specific level of cooperation between physicians
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and hospitals with respect to sharing money for technology or participating in demonstration
projects.

Stark and Antikickback Laws: Two states suggested expanding the scope of these
regulations to target providers who serve the historically underserved, and to amend these
regulations such that hospitals are allowed and possibly induced to provide physician
practices that are serving economically disadvantaged populations with not only hardware,
software, and training, but also additional technical resources to implement and support the
technology.

Clarification of HIPAA Privacy Rule: Three states suggested clarification or changes to
the HIPAA Privacy Rule. One recommendation was to change the HIPAA Privacy Rule so that
it would require the provider to obtain a patient’s legal permission once at the initial point of
service that would permit the provider to release the information for specific purposes and
to specified entities in the future. The suggestion to make patient permission mandatory for
current exchanges for treatment, payment, and health care operations was thought to
facilitate future requests for the release of the information held by that specific provider.
The state team believed that making this a federal recommendation or standard would
facilitate the interstate exchange of information.

42 C.F.R. pt. 2: One state suggested that HHS explore the contours of consent/approval
without the need for legislative action although they also recognized that their suggestion
may require congressional action. The team is recommending that HHS more clearly define
42 C.F.R. pt. 2 so that a single consent would allow for unlimited downstream releases for
certain purposes and clarify that authorization can describe generally the entities to which
Part 2 records may be disclosed. As an alternative, 42 C.F.R. pt. 2 could be amended to
provide that patient authorization is not required to exchange the data for treatment
purposes only.

CLIA: One state discussed the Clinical Laboratory Improvement Amendments, detailing
specific conflicts that it imposes in their state due to ambiguity about the terms utilized. One
other state proposed to review the CLIA regulations in light of HIE organizations that
endeavor to provide electronic laboratory reporting services.

FERPA: Two states called for general clarification and/or revision of the Family Educational
Rights and Privacy Act and educational institutions’ rights to deny medical record release. It
is important to note here that FERPA falls under the authority of the Department of
Education.

Three state teams outlined recommendations to provide education and outreach at the
national level, citing the need for a national information campaign that provides consistent
and uniform messaging in the form of federally recommended education materials to include
patient-consumer advocacy components and promote the idea of patient rights.
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Overall the state teams are looking for a centrally coordinated effort because although the
decisions need to be made at the local level, the teams do need to provide some assurance
to their stakeholders that they are not operating in a vacuum and that the work they are
doing will not only advance the work in their state but will also be compatible with the
broader nationwide effort. It is clear that many of the teams are not fully aware of the
breadth and scope of activities that are already occurring at the national level and that will
serve as resources for the state teams as they move forward into implementation.
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1. BACKGROUND

The final Implementation Plans (IPs) serve as the culmination of prior work on the project
and as practical tools for sustaining the development of privacy and security solutions that
enable electronic health information exchange. To produce these plans, the state project
teams?® followed a process that encouraged sharing observations, ideas, and concerns
among an array of stakeholders including providers, insurers, state agencies, consumers,
and others involved in health information exchange. The process began with the assessment
of variation in business practices related to interorganizational exchange of personal health
information, the identification of barriers to the exchange of health information, and the
proposal of solutions to barriers that both enable the electronic exchange and maintain the
privacy and security of health information.

It should be noted here that the business practices under consideration are not limited to
the context of electronic exchange. Exchange of health information is predominately paper-
based. Even in areas where interoperable electronic medical records are common, exchange
of health information is best characterized as a mixture of electronic and paper-based. In
order to understand how current business practices relate to the privacy and security of
health information, it is necessary to draw on examples of both modes.

The IPs summarized in this report are intended to be actionable documents that will guide
and sustain adoption or expansion of electronic health information exchange. The project
teams in each state were encouraged to prepare short- and long-term plans for a
movement from today’s hybrid environment (paper and electronic) toward an electronic
health information exchange environment that is interoperable and based on common
standards (privacy, security, and technical).

IPs have been developed in response to a broad array of circumstances in each state.
Health information and the purposes for sharing these data are myriad, as are the types of
entities involved in the exchange relationships. The many forms of health information
include medical histories, diagnoses, treatments, prescriptions, laboratory orders and
results, personal health records, and billing data. A good deal of the sharing of this
information is related to direct care of patients, but other purposes include public health,
research, and law enforcement. Exchange partners include hospitals, physicians and other
health care providers, pharmacies, laboratories, and health insurance companies that are
involved in direct treatment of patients. Other entities that use health information are public
health agencies, educational facilities, law enforcement agencies, and research institutions.
Consumers—patients and their families—themselves rely on information about their health
and health care. All of these individuals and entities have legitimate concerns about access

% Throughout this report the 33 states and 1 territory are referred to as the state project teams or

state teams.
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to and exchange of this specially protected information. These elements—the type of health
information, the purposes of exchange, and the exchange partners—form the basis for
myriad relationships that vary in nature across and within the states and territories.

With this complexity in potential and actual exchange relationships, it is not surprising that
the IPs vary on a number of key dimensions, including the following:

= Degree of adoption of electronic health information exchange—Several states
can point to functioning and sophisticated systems of HIE as models for expanding
scale and coverage. However, many states lack working models and, consequently,
have to imagine issues and consequences of electronic health information exchange
based only on experience with paper-based systems. And it should be noted that
even in states where working models exist, coverage is far from universal. Many
stakeholders in each state and across the country lack practical experience with
electronic health records (EHRs) and are unfamiliar with the concept.

= Health care market forces in the state—The business and organizational
dynamics and relationships between health care entities differ across regions and
states and within states and specific markets, which affect the ways in which
exchange practices are adopted and implemented.

= Legal and regulatory conditions related to health information—Relevant laws
and regulations have developed and evolved largely in response to the paper-based
exchange of health information and specific concerns generally raised by advocacy
groups (called specially protected health information). Legal restrictions addressing
electronic health information exchange are often dispersed across many different
statutes and regulations and are sometimes inconsistent with one another. Several
states reported that antiquated laws written for paper-only environments created
significant barriers to electronic health information exchange. Other states noted that
laws are silent with respect to certain aspects of electronic health information
exchange, leading to varied business practices and customs. In addition, there are
differing federal regulations governing privacy and security that can affect practices
related to electronic health information exchange.

= Demographic composition of the state—Factors within each state such as
population size, cultural and ethnic diversity, and population density have been
considered in the development of implementation plans. In addition, several states
have considered interstate health information exchange in their plans.

= Financial status of the state—The plans of several states noted that funding of
implementation plans would be uncertain and some states clearly indicated that the
poor financial status of the state made it unlikely that scarce resources would be
devoted to electronic health information exchange.
These points underscore diversity in the IPs that challenge summary. The plans were
developed in response to unique situations; nonetheless, there are common elements that

are discussed in this report.

1.1 Scope, Limitations, and Assumptions of the IPs

Following review of the IPs, RTI classified the proposed solutions and plans into the
following 5 areas:
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= Governance—A number of the state plans called for the establishment of a
permanent body to provide oversight and guidance for the implementation of privacy
and security solutions in the context of intrastate health information exchange, and,
in a larger scope, implementation of regional health information exchange initiatives.

= Business policies and practices—Most plans called for modifications in business
policies and practices related to consent and authorization, application of federal and
state law, exchange of specially protected health information, standard/model
documents, secondary use of data, and exchange of data related to Medicaid, public
health, emergency management, and law enforcement agencies.

= Legal and regulatory solutions—Plans called for amending state law, introducing
new legislation where required, and partnering between states and nationally to
develop model legislation that will assist in conforming state privacy laws without
necessarily removing special protections for certain types of health information.

= Technological solutions—Plans called for standardized approaches to
authorization, authentication (consumer, provider, health plan, etc), access, and
audit; patient identification systems; segmenting data within EHRs; terminology
standards; transmissions security standards; and securing data at rest.

= Education and outreach—All of the plans called for education and outreach
programs directed to consumers, providers, health plans, and other potential
exchange partners.

1.1.1 Scope of State IPs

The scope of the final IP in each state report is to identify and prioritize state and regional
implementation plans for solutions that address barriers to electronic health information
exchange. The content of the plans and the priority assigned to solutions vary across the
states depending on the factors described above. Plans include a statement of purpose, key
milestones, tasks, timelines, and a budget. Also, the plans include a discussion of lead
responsible parties, feasibility, and limitations. The intent of the planning task is the
creation of a practical tool that will facilitate taking the next step on the path toward
incorporating privacy and security protections into the adoption of electronic health
information exchange in each state and territory.

This summary of the final IPs will provide an overview of plans submitted by the state
project teams, identify common approaches to resolving similar problems, and point to
ways in which the continued activities in each state can be supported at an interstate or
national level.

1.1.2 Limitations of State IPs

Several of the IPs mention uncertainty about funding for the implementation plans as a
constraint in considering scope and schedule of the plans. Some plans included securing
funding as a critical part of the plan.

Many of the IPs noted difficulty in considering privacy and security solutions in the absence
of a practical model of how exchange might occur and identifying where in the process
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safeguards can be put into place. The completion of Nationwide Health Information Network
(NHIN) prototypes, published interoperability specifications from HITSP, and the
development of technical standards may help states understand the functional requirements
for electronic health information exchange.

Limitations also included interdependencies with national-level issues that remain to be
resolved or addressed, and state and regional uncertainties with the legislative process
needed to make changes or modifications to existing laws.

It is important that implementation continue to be a grassroots effort driven by state and
local participants so that it continues to develop as a community-based effort rather than an
effort that has been imposed upon the states. An important outcome of this project has
been the creation of groups nationwide that now embrace the concept of electronic health
information exchange and have developed a basic understanding of how it can be
implemented in their own circumstances.

1.1.3 Assumptions of State IPs

A critical assumption of the IPs is that they are state-level plans. Key aspects of the plans
may be supported, but not driven, by federal initiatives. The plans themselves are
developed, initiated, and sustained by key actors in each state. While federal action may
simplify some of the states’ implementation plans or make some implementation plans
easier, most of the plans do not contemplate or anticipate speedy federal action.

An element of this assumption is that consensus can be reached within each state/territory
on such topics as model forms and procedures, terminology, and technical standards. It is
recognized that some effort must be made to achieve consensus across the states and
territories in order to enable interstate exchange.
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The Assessment of Variations and Analysis of Solutions (AVAS) report was the first of 2 final
reports produced by the 34 state teams. The solutions presented in the AVAS report
expanded on solutions presented in the Interim Analysis of Solutions (I1AS) reports produced
by the state teams. Implementation plans were created for some of the solutions identified
in the AVAS report and were included in this, the second of 2 final reports.

After completing the Interim Assessment of Variations (1AV) report, states continued to
collect information from their stakeholders and work group members relating to the 18
scenarios presented in the 1AV report. States used this new information to produce their
final assessment of variations presented in the AVAS report. As with the interim reports,
these final variations were the basis for final solutions reported in the AVAS report, and
represented a shift away from the scenarios toward a broader discussion of privacy and
security issues organized by topic areas. Additionally, states received feedback on their IAS
report from stakeholders, work group members, steering committee members, RTI, and the
technical advisory panel, and incorporated those comments into their final solutions.

To ensure continuity between the assessment stage and the solutions stage, nearly all of
the state teams included members of their variations work group and legal work group in
their solutions work group. Additionally, states added key members to their solutions work
group through targeted recruitment of stakeholders with specific subject matter expertise.
The composition of the solutions work group often evolved through time, depending on the
knowledge and experience required to address particular issues and solutions. During the
solutions process, several states merged their solutions work group with their
implementation planning work group, making for a fluid transition from solutions to
implementation. Table 2-1 illustrates the variety of stakeholder groups that participated in
the solutions work group.

In their IAS and AVAS reports, the state teams described an iterative process of solution
development, review, validation, and refinement as the method used to identify and
propose solutions. Additionally, the states described a vetting process for the proposed
solutions that included review by 1 or more of the following: the solutions work group, the
legal work group, the steering committee, the broader stakeholder community,
consumers/consumer advocacy groups, and key government officials. To prioritize solutions,
many states reported using a number of ranking, scoring, and weighting methods for
seeking consensus during the priority-setting period.

In most states, preliminary determination of the feasibility of solutions was based on an
evaluation of cost, ease of implementation, stakeholder support for the solutions, and time
required for implementation. States were asked to make plans for solutions that could be
implemented in the short term (12 to 18 months); therefore not all solutions presented in
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Table 2-1. Stakeholder Group Participation in the Solutions Work Group

Stakeholder Participation in
the Solutions Work Group

Stakeholder Group (N = 34) (%)
Technology and Health Information Experts 33 (97)
Privacy and security experts/compliance officers 28 (82)
Health information technology consultants 25 (74)
Electronic health records experts 21 (62)
Technology organizations/vendors 19 (56)
Health information management organizations 17 (50)
Quality improvement organizations 17 (50)
Regional health information organizations 15 (44)
Other health data and technology experts® 5 (15)
Public Health Agencies or Departments 32 (94)
Providers 32 (94)
Hospitals/health systems 31 (91)
Physicians and physician groups 28 (82)
Clinicians 27 (79)
Professional associations and societies 23 (68)
Community clinics and health centers 20 (59)
Mental health and behavioral health 18 (53)
Pharmacists/pharmacy benefits managers 15 (44)
Emergency medicine 11 (32)
Long-term care facilities and nursing homes 10 (29)
Homecare and hospice 9 (26)
Laboratories 9 (26)
Federal health facilities 8 (24)
Safety-net providers 8 (24)
Other health care providersb 6 (18)
Legal Counsel/Attorneys 31 (91)
Other Government 26 (76)
Medicaid/state government except public health 24 (71)
County government 6 (18)
Consumers 26 (76)
Consumer organizations/advocates 21 (62)
Individual consumers 19 (56)
Medical and Public Health Schools that Perform Research 25 (74)
Payers 25 (74)
Employers 12 (35)
Law Enforcement and Correctional Facilities 7 (21)
Other® 5 (15)
Foundations/Other Policy Consultants 13

& Examples include “health information directors,” “information technology directors,” “wireless communications
services,” and “transcription service.”

® Examples include “radiology,” “dental,” “chiropractic,” “osteopathic,” and “nursing.”
¢ Examples include “state law reform specialist,” “regional representation,” “medical ethicist,” and “school health.”
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the AVAS report were included as implementation plans in this report. For the most part,
states only created implementation plans for solutions that were deemed to be feasible
within the allotted time frame and where they were able to identify key players and funding
sources.

Section 4 of this report summarizes the state-level solutions that were identified by the
state teams, Section 5 summarizes multistate implementation plans, and Section 6
summarizes national-level implementation plans.

2.1 Leadership and Governance Solutions

Twenty-two states identified solutions based on issues relating to leadership and
governance. Leadership and governance policies usually varied according to the degree of
electronic health information exchange within the state. States with limited electronic health
information exchange were more likely to propose governance structures that would
consider basic implementation issues, while states with more experience with electronic
health information exchange proposed governance structures predicated on the assumption
that the technical considerations had already been addressed.

Eight states suggested forming a permanent committee or organizational body to help
oversee and guide the development of electronic health information exchange and health
information technology (HIT) in their state, as well as assisting in the implementation of
privacy and security solutions. These bodies would play a significant role, including
developing and monitoring standards for the state, providing education on privacy and
security laws, and addressing needs across jurisdictional lines. Many of these 8 states
proposed solutions that involved interaction with their state legislature, such as providing
recommendations to state legislators and policy makers, and working with the governor’s
office to draft and pass legislation.

In addition to the states proposing a centralized HIE organization, 10 states identified
multiple ways in which increased coordination among those involved with electronic health
information exchange—such as providers, payers, technology providers, and clinicians—
could enhance the adoption of electronic health information exchange and provide increased
privacy and security safeguards.

Although many states have working HIEs in place, the legal status of certain entities that
participate in HIEs under the HIPAA Rules and state law is still unclear. Several states
reported that they were working to form an HIE, while other states were reluctant to do so
without clarification. Despite this uncertainty, many states have functioning exchanges and
have developed a variety of solutions for the governance of existing exchanges.
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2.2 Practice and Policy Solutions

The need for standardization of business practices, policies, and procedures was cited by

most of the states. Suggested solutions to help reduce variation in business practices and
procedures included the use of model forms, policies, and processes, as well as common

interpretations and applications of the HIPAA Rules.

Variation in the interpretation and application of the HIPAA Rules, especially the definition of
minimum necessary, emerged as a major theme in the AVAS report. HIPAA was frequently
cited as limiting exchange, despite the fact that the HIPAA Privacy Rule allows for the
exchange of information for the purposes of treatment, payment, and health care
operations without the consent or authorization of the patient. Although some providers
may genuinely misunderstand the law, other providers use the HIPAA Privacy Rule as a
shield to limit the release of information out of fear of litigation for wrongful or inappropriate
disclosure of personal health information.

State teams offered a variety of solutions aimed at reducing variation related to how
organizations interpret and apply the HIPAA Rule requirements, especially for consistent
application of the minimum necessary standard, including educational programs aimed at
clarifying the requirements of the HIPAA Rules. The state teams also proposed developing
uniform consent and authorization forms, and standard policies, procedures, and training
materials regarding use and disclosure of health information in accordance with state
privacy laws. State teams also requested national policies, standards, and uniform codes as
solutions, as well as additional federal guidance from the US Department of Health and
Human Services (HHS) regarding the HIPAA Privacy Rule that would help them come to
agreement on a narrower range of interpretations of the minimum necessary standard.

Several states noted that the standardization of business associate agreements (BAAs),* as
well as other types of agreements, may help reduce or eliminate major obstacles to sharing
data between entities. Supplemental provisions in BAAs may be used to define standards for
data confidentiality and integrity during end-to-end electronic exchanges and also serve to
outline parameters for the interoperable mechanisms used to uniquely identify patients and
health care providers between systems. In situations where BAAs are not required, such as
for most exchanges between providers, health care plans, and health care clearinghouses,
the same kind of provisions may be implemented through other kinds of agreements.

4 The states generally used the term business associate agreement instead of the regulatory term

business associate contract or arrangement. Either term is acceptable, but the agreement must be
in some form of legally enforceable vehicle, such as a contract, or in the intragovernmental
context, a memorandum of understanding. The HIPAA Privacy and Security Rules require covered
entities to document satisfactory assurance that their business associate will safeguard health
information through a written contract or other written agreement or arrangement. The rules have
specific provisions for business associate contracts and other arrangements. The other
arrangements category includes, for example, memorandums of understanding between agencies.
Thus, the term business associate agreement (BAA) encompasses both contracts and other
arrangements and this term is used in the summary above.
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Thirteen of the state teams proposed uniform consent and authorization forms as a means
to address when consent or authorization is needed and how it is collected. State teams
proposed 3 general designs for consent or authorization documents. The first option would
be a uniform consent or authorization form used by all health care entities within the state.
The second option would be to offer standardized forms that include certain elements, but
may be modified based on institutional preferences. The third option would be to provide
model forms and allow institutions to draft their own forms.

2.3 Legal and Regulatory Solutions

Most states cited a need to either amend current state laws or develop and enact new laws
to address problematic issues surrounding the privacy and security of electronic health
information exchange. States are at various stages in this process. Some states have
already introduced bills to their legislatures, while other states are proposing to review,
classify, and clarify the interpretation of existing state laws, including identifying laws that
apply only to paper records.

Finding and interpreting state laws relating to privacy and security can pose a challenge. In
many states, these laws are spread throughout several chapters of state codes. One
suggestion was to consolidate these scattered privacy and security laws into a single
chapter. Other issues include nonexistent state laws pertaining to privacy and security, laws
that apply only to paper records, and laws that are inconsistent with other state laws.
Suggested solutions to these issues were to propose specific language to address gaps in
state law, offer definitions for terms currently undefined in state law, and update existing
legislation to include electronic health information exchange.

In addition to the more general modifications to state law mentioned above, many states
proposed amending state law in a more specific fashion. Amendments to state law, as well
as proposed new legislation, often dealt with specially protected information or the status of
HIEs. Sensitive information generally includes human immunodeficiency virus/acquired
immunodeficiency syndrome (HIV/AIDS), mental health, alcohol and substance abuse
treatment, sexually transmitted diseases, reproductive services, some services provided to
minors, and genetic testing information.

The intersection of federal and state law presented a significant challenge for the states. In
addition to the HIPAA Rules, states must also comply with 42 C.F.R. pt. 2, which addresses
the confidentiality of alcohol and substance abuse treatment, Medicare and Medicaid
regulations, the Clinical Laboratory Improvement Amendments (CLIA), and the Family
Educational Rights and Privacy Act (FERPA). While many states referred to 42 C.F.R. pt. 2
as an issue in their variations sections, only a couple of states addressed it in the solutions
section. One solution included amending 42 C.F.R. pt. 2 to allow for freer use of secondary
data, while another solution included it as a consideration for a law relating to specially
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protected information. CLIA and FERPA were not widely addressed, although 1 state
developed possible amendments to CLIA to expand the list of permissible recipients of
laboratory testing results, while another state recommended aligning FERPA with other
federal privacy laws.

Another issue raised by the states was the relationship between Medicaid and non-Medicaid
entities within the state. Federal regulations require that disclosure or use of Medicaid data
must be limited to “purposes directly concerned with the administration of the Medicaid
plan.” While several states proposed legislation to govern the exchange of information
between these entities, other states felt the federal government should recommend a
solution to resolve this issue.

2.4 Technology and Standards Solutions

In their reports, states described the confusion and misunderstanding among stakeholders
regarding appropriate security policies, procedures, and technical solutions, as well as broad
misunderstanding regarding what technology was currently available and scalable to the
health care industry and consumers. States found that legal standards regarding security
are generally not perceived to be adequate or specific enough, and are lacking at the state
level. Much of the concern regarding security came from providers who were worried that
the entities receiving their data might not have security measures as robust as those of
their own organization, and that this might expose them to liability in case of a security
breach. Related to this concern was a lack of understanding that security in health care is
far more complex than just the adoption of appropriate technical standards.

Thirty-one of the state teams offered solutions to technology-related issues identified in
their states. The level of specificity in the solutions varied widely, from general statements
that certain technological issues would need to be resolved to very specific and detailed
discussions of how to resolve specific issues. For example, 1 report provided 173 specific
solutions to 20 technical issues encountered during the creation of an electronic health
information exchange program in their state. Another state team developed a set of 19
principles regarding the “4 A’s” associated with electronic health information exchange—
authorization, authentication, access control, and auditing—which are specific enough to
assist organizations in making decisions regarding electronic exchanges, yet flexible enough
to adapt to future changes in the implementation of electronic exchange. The variation in
the level of specificity in the solutions reflects the level of technology adoption and use by
stakeholders within a given state, as well as the level of advancement of electronic health
information exchange initiatives within the state.

Data security emerged as an important issue in almost every discussion regarding the
technical issues surrounding electronic health information exchange. Twenty-three of the

2-6 Final Implementation Plans



Section 2 — Summary of Proposed Solutions

state teams addressed issues related to the 4 A’s. While some discussions were fairly
general, others outlined very specific solutions to these issues.

For the purposes of this project, authentication was defined as the ability to verify that a
person or entity seeking access to personal health information is who he or she claims to
be. Nineteen states included a discussion of authentication issues when referring to data
security. One of the issues raised was the lack of standards for authentication between all
entities involved in a data exchange. In the absence of generally accepted authentication
standards, stakeholders were unable to trust that personal information would only be
provided to, or accessed by, the correctly identified users. A solution often proposed was
the creation of standard policies and procedures to be used by all participating
organizations. Other solutions included the use of technology such as digital certificates,
biometric authorization, and role-based access control to ensure an appropriate level of
security during the transfer of personal health information.

Information authorization and access control issues were often raised in tandem.
Appropriate authorization policies and procedures are necessary to ensure that information
access rights are only granted to approved individuals, entities, or software programs, and
only for purposes permitted by law and organizational policy. Consumers, as well as the
individuals responsible for maintaining their data, are concerned that the level of
information shared between individuals or entities is appropriate, and also that the
individuals receiving the information are appropriately authorized to view the data. Many
states looked to technology, as well as standard procedures and policies, as potential
solutions with regards to these issues. One solution to address access control was to use a
role-based access scheme, with standard definitions for job titles and roles among those
authorized to access the data—including providers, and in some cases, health plans.
Individuals would only be able to view certain parts of the data based on their job title or
description, allowing for the separation of employees requiring access to clinical data from
those requiring only administrative data access.

Information audits refer to policies, procedures, and system functions for recording and
monitoring the activity of health information systems. The ability to create review audit trail
events related to the transfer of personal health information is a core building block for HIE
systems, as well as a requirement of the HIPAA Security Rule. States reported that it was
important to ensure that all organizations were monitoring the access of data by users as a
safeguard against improper use, disclosure, or modification of personal health data.
Suggested solutions to auditing issues include: the creation of guidelines for audit control
and proactive monitoring; the use of a time/date stamp when a record is accessed, created,
modified, destroyed, or transmitted; periodic tests of system controls that protect against
breaches, viruses, or spyware infection; and audit capability for e-mail and other methods
of transmitting health information. A few states mentioned that if stringent audit
requirements were imposed, additional support staff would need to be hired in order to
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maintain, monitor, and analyze the large quantities of data captured by the audit process.
Many small providers may not have the funding to hire additional staff, resulting in a barrier
to implementation. Although minimum audit requirements are needed to ensure the privacy
and security of the data and are required by the HIPAA Security Rule where covered entities
are involved, the cost issue must be taken into consideration when determining the
appropriate level of audit requirements. The creation of cost-effective, efficient, and
automated proactive mechanisms to assist with audit control could help with this issue.

The standardization of data transmission requirements is another issue associated with
technology, data security, and privacy. The states found that while the technology exists to
ensure the private and secure transmission of data, too often there is little or no
communication between organizations regarding standards for electronic transmission or
available technical solutions to assist with secure data exchange. Seven of the state teams
offered specific technical solutions to encourage electronic health information exchange.
Solutions regarding secure transmission included the development of standard policies and
procedures for the encryption and transmission of electronic data, including the
development of a single set of regulations governing the parameters for electronic health
information exchange; the clarification of rules governing the use of electronic signatures
and public key infrastructure; and the development of a secure web portal for health data
exchange. Solutions related to secure electronic messaging between entities include
enforcing the use of encryption when e-mailing personally identifying information, adoption
of scalable technology to accommodate secure transmission of data, and the creation of a
consensus framework for a shared secured messaging platform, including technical and
functional requirements.

The ability to accurately identify patients across systems was an issue in many of the states,
with 16 state teams suggesting technical solutions to this issue. For the most part, these
state teams agreed that some system of identifying patients between entities must exist for
true interoperability to occur, and that these systems must include stringent matching
criteria to ensure that patient records remain confidential. States suggested creating
standards for matching that included minimum, as well as optional, data elements. Specific
solutions included establishing biometrics as the preferred method of verifying the identity
of patients, creating model policies and procedures to ensure appropriate capture of patient
identifiers, and developing a master patient index with patient identification algorithms to
facilitate the accurate exchange of information.

The segmenting of specially protected data was another technology issue raised by the
states. Currently, because state and federal laws require additional consent, authorization,
or other considerations when transmitting specially protected data, many states simply do
not send any of the information associated with these cases. While 17 states included a
discussion on specially protected health information in their solutions reports, only 6
discussed technical solutions for integrating this data into HIE systems. One solution was to
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require opt-in/opt-out procedures for patients and methods for capturing and transmitting
that information within and between systems. Technology-based solutions to segmenting
the data included the use of filters to suppress data access to end users, increasing layers of
computer security, using flags within databases to identify specially protected information,
and notifying end users that some specially protected information has been blocked.
However, technology solutions tend to require extensive planning and programming and
have the potential to increase workflow burden on providers.

Although the use of BAAs and the process for managing and obtaining appropriate
authorization were raised primarily as policy issues, there are important technology
implications. Seven states noted that the policy discussions about the standardization of
BAAs and other data use agreements to share data between entities must include discussion
of the implications of policy decisions for the technology requirements necessary to
implement and manage the dictates of the policies in an electronic environment. BAAs
define standards for data confidentiality and integrity during electronic exchanges and also
serve to outline parameters for the interoperable mechanisms used to uniquely identify
patients and health care providers between systems. Six state teams identified the need to
discuss the technological implications of obtaining and managing consent and authorization
requirements in EHRs and/or in HIEs. With the move toward electronic health information
exchange, the patient’s consent or authorization to participate in an HIE must be captured
in the electronic record. The ability to capture consent or authorization uniformly within an
electronic system also enables the transmission of that data between entities.

Advances in technology have allowed consumers to be more directly involved in their care.
For instance, 3 state teams are considering systems that would allow consumers to direct
where and how much of their health record data is sent. This concept draws the consumer
into the health care process, eases the creation of personal health records and their
associated applications, permits individual flexibility related to privacy, and returns the issue
of who is included in the information flow related to a consumer’s care back to a dialogue
between the consumer and his/her health care provider or organization.

Individual consumer involvement in the health care information exchange may result in an
increased awareness of privacy and security issues in the general population. Although this
model would address many of the current issues related to electronic health information
exchange, it raises other issues that are just as complex. For instance, what happens if
patients block access to data that could save their life? And, how do you involve consumers
who do not have access to computers or do not understand the complexity of issues that
would need to be considered when making these decisions? These questions and others
must be taken into consideration when creating a consumer-oriented model. There are
resources, such as the guidelines for personal health records described by the Markle
Foundation’s Connecting for Health report and person-centered regional health information
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organizations such as the Louisville Health Information Exchange, which can be utilized
when considering these issues.

2.5 Education and Outreach Solutions

Twenty-nine state teams recommended some form of education program or training
materials to increase knowledge within stakeholder groups. The education and training
would be aimed not only at consumers, but also at providers, health plans, administrative
staff, first responders, and law enforcement.

Many consumers lack knowledge of their existing health information privacy rights, as well
as current security obligations and practices of health care organizations. Consumers not
only need to be educated about their rights, but also need to understand who can access
their information and for what reasons. This lack of knowledge is likely to create a
significant trust issue as electronic health information exchange is implemented, since
privacy and security rights and obligations are not yet well defined for electronic health
information exchange.

Educational programs could not only be used to increase consumer involvement in the
management of their own health data, but also to inform them about their rights,
advantages of electronic health records, authorization/consent issues, and recent
developments in technology and security. Many states recommended methods such as
leveraging existing consumer education venues such as doctor’s offices, clinics, and
established websites, hosting focus groups, creating educational packages, and producing
frequently asked questions documents as ways of educating the public.

Another suggested solution calls for the establishment of a centralized method to develop
and distribute educational materials concerning patient rights and responsibilities, as well as
enabling consumers to protect and monitor their own health care information. Educational
materials should include information regarding the technology used in an HIE to help
consumers understand the technology as well as their ability to interact with it.

While consumer education is a major concern, many states reported misunderstanding and
distrust of electronic health information exchange within the provider community as well.
States found that many health care professionals do not have an accurate or complete
understanding of HIPAA regulations or relevant state laws. States reported that educating
and training providers was essential, including educating providers on state and federal
privacy and security laws and regulations and the types and benefits of HIE systems.
Additionally, states suggested providing continuing education for all professional health care
staff in organizations that use an HIE system to ensure that proper privacy and security
procedures are followed.
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Although education of health care providers and the general public dominated states’
educational solutions, some important education-based solutions were proposed for special
groups of stakeholders. Special considerations needed for these groups were often
uncovered in the assessment of variations process when it became apparent that a general
disconnect existed between certain stakeholder groups that were either forgotten in
discussions involving electronic health information exchange, or groups that have particular
interest in an aspect of electronic health information exchange that may be more
controversial. States suggested creating education and outreach materials targeted to these
groups. Specific solutions include conducting joint training events for law enforcement and
public health, targeting training/educational programs for law enforcement and public
officials (including judges) to clarify HIPAA requirements, and educating health plans and
employers on the benefits and use of data for research purposes.
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3. REVIEW OF STATE IMPLEMENTATION PLANNING PROCESS

The outline of the Interim Implementation Plan report, distributed in draft form in
September 2006, provided guidance to state project teams regarding the process to follow
when developing implementation plans. Additional guidance emphasizing the need for
detailed, actionable plans was provided during regional meetings and WebEx conferences
held in October and November of 2006. The process of developing state-level
implementation plans as distilled from this guidance was to assemble a work group, review
solutions reported in the Interim Analysis of Solutions (IAS) report, and select a subset of
solutions to address based on an assessment of feasibility. Work groups or subgroups of
relevant stakeholders were to subsequently meet and develop implementation plans,
considering such factors as affected stakeholders, potential sources of funding, staffing,
timelines, and barriers to implementation. Mirroring the recursive design of the variations
assessment and solutions development stages of the project, relevant stakeholders were to
be engaged to review and comment on draft implementation plans, providing insight from
additional perspectives and ensuring that the plans were acceptable to affected stakeholders
and the larger community.

3.1 Formation of Implementation Planning Work Groups

State teams employed a variety of approaches to ensure continuity between the earlier
stages of the project and the implementation planning stage through the formation of their
implementation planning work groups (IPWGs). State teams were keenly aware of time
constraints, and many of them explicitly reported a desire to ensure efficiency by
eliminating the learning curve that would be associated with bringing new members into the
project at the implementation planning stage. All state teams included members from their
other project work groups and committees on their IPWGs. Three state teams reported that
their solutions work group simply continued on in the capacity of their IPWG. Six state
teams reported that they had combined the solutions work group and the IPWG
preemptively, during the earlier solutions development stage. Six state teams reported that
their IPWG included their solutions work group in its entirety. Three state teams formed
their IPWG by combining their variations work group with their solutions work group. One
state team went so far as to include all members of their existing project teams on the
IPWG, including their steering committee, variations work group, legal work group, solutions
work group, and consumer advisory committee. One state team merged the IPWG with the
steering committee. Few state teams reported adding members with no prior experience
with the Health Information Security and Privacy Collaboration to their IPWGs. Those that
did noted that they made a significant effort to familiarize these new members with project
concepts and activities. All of these approaches effectively carried forward the knowledge
and experience gained through the earlier stages of the project.
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The number of IPWG members per state team varied considerably, from a low of 3 to a high
of 119. The average IPWG consisted of 27 members. Six state teams reported IPWGs with
fewer than 10 members, choosing to form small, nimble groups of highly knowledgeable
people who could communicate easily and act quickly. Four teams reported IPWGs with
more than 50 members.

All 34 state teams reported the stakeholder groups that these IPWG members represented
(see Table 3-1). On average, IPWG membership represented 15 of the 34 stakeholder
groups® per project team. The most frequently represented stakeholder groups among IPWG
members were technology and health information experts (97%), providers (91%), and
legal counsel/attorneys (88%). Consumers (74%), medical and public health
schools/research (71%), and other government (71%) were represented on a large
majority of teams.

3.2 Process Used to ldentify, Prioritize, and Develop
Implementation Plans

All state project teams assembled an IPWG and narrowed the focus of implementation
planning by reviewing the IAS report and identifying a suitable subset of solutions to
pursue. During the initial assessment of feasibility, teams considered factors such as ease of
implementation, cost, the availability of technology, compatibility with the current legal and
regulatory environment, and the readiness of affected stakeholder communities to
implement proposed solutions. Sequencing implementation plans so that work accomplished
by earlier implementations would be available when needed by later implementations was
occasionally cited. Many relied on ranking, scoring, and weighting methods to identify a
small set of solutions to consider, building consensus among large groups with broad
representation. A few state teams were guided by the decisions of the steering committee
or core team to determine feasibility and narrow the focus of the IPWG.

State teams frequently reported circulating the IAS report prior to IPWG meetings, along
with worksheets and document templates to capture information on priorities and
implementation planning steps. Many state teams reported posting these documents, as
well as preliminary implementation plans, on web portals to promote broader stakeholder
involvement.

5 RTI initially defined 18 stakeholder groups. The number of group types increased in response to the

reporting preferences of state teams. Tables 3-1 and 3-2 display 34 stakeholder groups and 4
additional summary categories.
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Table 3-1. Stakeholder Group Membership in Implementation Planning Work

Groups

State Teams Including
Stakeholder Group in
Implementation Planning
Work Group Membership

Stakeholder Group

(N =34) (%)

Technology and Health Information Experts 33 (97)
Health information technology consultants 27 (79)
Privacy and security experts/compliance officers 25 (74)
Technology organizations/vendors 19 (56)
Regional health information organizations 17 (50)
Electronic health records experts 17 (50)
Quality improvement organizations 16 (47)
Health information management organizations 14 (41)
Other health data and technology experts® 5 (15)

Providers 31 (91)
Hospitals/health systems 30 (88)
Physicians and physicians groups 26 (76)
Professional associations and societies 22 (65)
Clinicians 20 (59)
Community clinics and health centers 18 (53)
Mental health and behavioral health 12 (35)
Pharmacists/pharmacy benefit managers 9 (26)
Federal health facilities 8 (24)
Emergency medicine 8 (24)
Long-term care facilities and nursing homes 8 (24)
Homecare and hospice 8 (24)
Safety-net providers 8 (24)
Laboratories 7 (21)
Other health care providersb 4 (12)

Legal Counsel/Attorneys 30 (88)

Public Health Agencies or Departments 28 (82)

Consumers 25 (74)
Consumer organizations and advocates 21 (62)
Individual consumers 17 (50)

Medical and Public Health Schools that Perform Research 24 (71)

Other Government 24 (71)
Medicaid/state government except public health 24 (71)
County government 7 (21)

Payers 21 (62)

Employers 13 (38)

Other® 5 (15)

Law Enforcement and Correctional Facilities 4 (12)

Foundations/Other Policy Consultants 13

& Examples include “health information directors,” “information technology directors,” “wireless communications

services,” and “transcription service.”

® Examples include “radiology,” “dental,” “chiropractic,” “osteopathic,” and “nursing.”

¢ Examples include “state law reform specialist,” “regional representation,” “medical ethicist,” and “school health.”
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Implementation planning was usually conducted through a series of face-to-face meetings
and conference calls. Typically, the first meeting established the smaller set of solutions for
which implementation plans would be developed and a framework for brainstorming
sessions to be conducted by smaller breakout groups. A number of teams sorted issues into
topic areas for consideration by these smaller breakout groups. Some examples of the
topics areas employed by the state teams include the following:

= Operational and legal

= Consent management and specially protected information management

. Consent and the 4 A’s

= Technical, legal, and educational

= Financial, technical, logistical, and educational

= Legal, educational, and federal

= Consent, leadership, accreditation, patient engagement, and patient identification

= Legislation, education, and standards and best practices

These smaller subgroups met, developed implementation plans, and reported back to the
larger group. Implementation planning usually required a series of meetings to complete the
process of review, validation, and refinement. Typically, 2 or 3 face-to-face meetings were
held but as many as 15 meetings were reported. A few state project teams reported that
they conducted research between meetings. In most instances, the steering committee
reviewed and approved the final IP report before it was submitted.

In addition to facilitated meetings, input was collected through online forums, threaded
discussions, interviews with key informants, focus groups, questionnaires, WebEx meetings,
and e-mail.

A small number of teams reported that they reassessed the feasibility of solutions after the
national meeting, held in early March 2007. These teams reported that the selection of
solutions to be implemented was further informed by discussion with other state teams,
relevant Agency for Healthcare Research and Quality webcasts, and additional research.

While all state teams acknowledged the need for detailed, actionable plans that consider
leadership, personnel, cost, and timelines, a few reported that their efforts were ongoing at
the time the final IP report was due.

3.3 Stakeholder Engagement and Involvement

Thirty (88%) of the 34 state teams were able to involve the stakeholder community in
vetting and evaluating their implementation plans. Teams typically reported distributing
their Interim Implementation Plan reports as the basis for meetings held to capture
additional insight, particularly from affected stakeholders. One state team reported the
participation of their stakeholder community of 60 volunteers. Another state team posted its
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draft implementation plans on its wiki website and reported receiving stakeholder input. Yet
another named 119 members in their IPWG, and described it as including “HIE [health
information exchange] stakeholders from across the state,” effectively including the broader
community in the work group itself.

A few state teams noted incomplete stakeholder involvement as limiting their
implementation plans. One state team reported meetings scheduled to be held in May 2007
to address this issue. Another state team noted a lack of consumer involvement in vetting
and evaluating implementation plans. A third state team acknowledged the lack of
involvement from the Veterans Administration, despite the team’s efforts to engage them in
the process.

Table 3-2 shows the number and percentage of the 34 teams that engaged each
stakeholder group in implementation planning through community outreach. Providers and
technology and health information experts were engaged by 85% of the state teams. Legal
counsel/attorneys and other government were engaged by 74% of the state teams. Public
health agencies or departments and consumers were each engaged by 71% of the state
teams. Payers (health plans) and medical and public health schools that perform research
were engaged by approximately two-thirds of the state teams.
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Table 3-2. Stakeholder Groups Engaged in Implementation Planning Through
Community Outreach

State Teams Engaging
Stakeholder Group Participation
in Implementation Planning
Through Community Outreach

Stakeholder Group (N =34) (%0)
Providers 29 (85)
Hospitals/health systems 28 (82)
Physicians and physicians groups 26 (76)
Clinicians 22 (65)
Professional associations and societies 19 (56)
Community clinics and health centers 15 (44)
Mental health and behavioral health 14 (41)
Emergency medicine 11 (32)
Homecare and hospice 10 (29)
Pharmacists/pharmacy benefit managers 10 (29)
Long-term care facilities and nursing homes 9 (26)
Safety-net providers 8 (24)
Other health care providers? 8 (24)
Federal health facilities 6 (18)
Laboratories 6 (18)
Technology and Health Information Experts 29 (85)
Privacy and security experts/compliance officers 22 (65)
Health information technology consultants 22 (65)
Quality improvement organizations 20 (59)
Regional health information organizations 16 (47)
Electronic health records experts 16 (47)
Health information management organizations 14 (41)
Technology organizations/vendors 14 (41)
Other health data and technology experts® 4 (12)
Legal Counsel/Attorneys 25 (74)
Other Government 25 (74)
Medicaid/state government except public health 25 (74)
County government 7 (21)
Public Health Agencies or Departments 24 (71)
Consumers 24 (71)
Consumer organizations and advocates 21 (62)
Individual consumers 16 (47)
Payers 23 (68)
Medical and Public Health Schools that Perform Research 22 (65)
Employers 16 (47)
Law Enforcement and Correctional Facilities 8 (24)
Other® 3 (9)
Foundations/Other Policy Consultants 1(3)

@ Examples include “radiology,” “dental,” “chiropractic,” “osteopathic,” and “nursing.”

® Examples include “health information directors,” “information technology directors,” “wireless communication
services,” and “transcription service.”

¢ Examples include “state law reform specialist,” “regional representation,” “medical ethicist,” and “school health.”
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4. IMPLEMENTING STATE-LEVEL SOLUTIONS

For the final Implementation Plans (IPs), state teams narrowed their focus and increased
the depth of their implementation plans. As the project has progressed, some states have
already succeeded in accomplishing initial tasks. For example, 4 state teams have
succeeded in getting legislation introduced and passed. Another state team has received
responses to its request for proposals and plans to award a contract to establish a state
health information exchange (HIE)/health information technology (HIT) resource center in
April 2007. Others have received commitments for funding from private foundations or
corporations. These early successes serve as the foundation for future progress and offer
models for other states to emulate.

In reviewing the IPs, it should be noted that state teams made a variety of assumptions,
including the availability of financing, the achievement of buy-in from other stakeholders, a
favorable political climate, and the availability of suitable technology options. In some
instances, these assumptions were very sweeping, envisioning the creation of a state health
information network or major efforts by federal agencies. The IPs discussed in this section
are categorized by the primary type of solution being addressed in the plan. For example,
amending the language of the state code to mirror the HIPAA Privacy Rule can be found in
Section 4.3, Implementing Legal and Regulatory Solutions, even though such a plan may
include educational or policy components.

4.1 Implementing Leadership and Governance Solutions

4.1.1 Creation of New Oversight Bodies

In many instances, this project represents the first coordinated effort to examine HIE/HIT at
the state level, although some states had structures in place prior to the initiation of this
work. There is a need to build or create new oversight bodies in states that had previously
been examining HIE/HIT, so that implementation plans will be executed, and so that there
is a continuing leadership to support HIE and HIT initiatives.

One team clearly elaborated on the need for leadership:

Barriers due to variations in information technology development from
organization to organization could be alleviated by a standardized approach
for information exchange. Variations in the organizational culture of
physical/paper records, the culture of actions based on risk aversion and/or
comfort rather than standards, the culture of market competition, the culture
of organization type such as clinics vs. hospitals, public vs. private, etc, and
the culture of ownership of data and not sharing it all would be affected by
the creation of a level playing field brought about by benchmarking.

Eleven state teams composed implementation plans to create new oversight bodies.
Generally, the creation of a new body requires 3 steps. First, the body’s authority must be
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