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EXECUTIVE SUMMARY

This Impact Analysis report is the seventh in a series of reports to be produced under RTI
International’s contract with the Office of the National Coordinator for Health Information
Technology (ONC) and the Agency for Healthcare Research and Quality (AHRQ). During the
past 18 months, participating state teams® have successfully completed an assessment of
the variation among business practices, policies, and laws to gain a better understanding of
the privacy and security landscape within their states to prepare them to develop a
comprehensive plan to protect health information that is stored and exchanged
electronically. The state teams also identified practices, policies, and laws that create
barriers to electronic health information exchange and have worked to develop possible
solutions to these barriers that both preserve and protect privacy and security and promote
interoperable electronic health information exchange. The Privacy and Security Solutions
project has provided the state teams with the leadership, methodology, and funding to
engage and educate stakeholders within their states and build coalitions of stakeholders
across diverse areas within the health care system.

The Impact Analysis report provides an analysis of the many ways that the Privacy and
Security Solutions project has impacted the landscape for electronic health information
exchange both within and across the participating states. To date, the project has had the
greatest impact on the following areas: legislation; executive orders; leadership and
governance; stakeholder education and knowledge; and, development and sustainability of
health information technology (health IT)/health information exchange efforts in the states.
A separate section detailing the progress of the collaborative work groups and other cross-
state initiatives and interstate projects is included.
The report consists of 6 major sections:

= Introduction

= Impact Analysis

= Collaborative (Cross-State) Outcomes

= Overview of Individual States/Territories

. Conclusions

. References

Background

This report provides an analysis of the impact of the Privacy and Security Solutions project
activities, both within and across the participating states. The primary emphasis of the

1 Throughout this report the 33 states and 1 territory are referred to as the state project teams or as
the state teams.
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impact analysis is necessarily state-specific: state project teams have identified outcomes
and impacts that are specific to their states and their unique health information exchange
environments. The report also discusses impacts achieved through participation in multi-
and cross-state activities. It primarily addresses the broader impacts of the project on
privacy and security solutions within the states and, to a lesser degree, on larger health IT
initiatives.

Methodology

To assess and analyze the impacts of the Privacy and Security Solutions project and related
activities, it was necessary first to examine the states’ status at the start of the project. In
early 2006, states and territories applying for funding to participate in Phase | of the Privacy
and Security Solutions project were asked to provide an environmental scan characterizing
the health IT initiatives and projects within their states and the scope of stakeholder
involvement in these efforts. These environmental scan sections of the state project
proposals served as the primary source of information on the states’ status at the onset of
the project. These findings were then compared with the states’ progress in implementing
solutions to address privacy and security issues in electronic health information exchange.
Impacts realized during the project were identified from reviews of the states’ final
implementation plans, and from participation in collaborative work groups. Additional
reports from state project directors were used to verify and supplement this initial
information.

Landscape Before the Project

When the Privacy and Security Solutions project began, participating states were at
different stages of health information exchange development. In their project proposals, all
states reported some type of existing health IT and health information exchange activity.
These activities included independent, isolated health IT efforts by individual health care
organizations (generally done to build or expand internal IT capabilities); implementation of
1 or more local multi-organizational health information exchange efforts, which were limited
in scope and participation; and early planning of a statewide electronic health information
exchange. Most of these efforts were funded by the organizations themselves or with seed
or start-up monies from federal, state, or private foundation sources. Only a relatively small
number of states reported a high level of maturity in their local efforts, such as the
establishment of foundational components of a statewide initiative, early implementation of
a statewide health information exchange effort, or an operating statewide health
information exchange (HIE) program. Findings from the first and second surveys of local,
regional, and state health information exchange activities conducted in 2004 and 2005 by
the eHealth Initiative (eHealth Initiative, 2005) and from an independent evaluation of the
evolution of state HIEs (Agency for Healthcare Research and Quality, 2006) confirm this
initial assessment of the status of health information exchange development across the
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nation. Both studies showed that more than 100 projects related to health information
exchange existed in at least 35 states. In the remaining 15 states and territories, health
information exchange projects were also likely under way but not identified because of their
size, scope, or early planning stage.

These studies reveal 2 important points about the early stage of health information
exchange development (before the start of the Privacy and Security Solutions project):
L] A relatively small number of states had a defined entity or program that was
recognized as the “state HIE effort” (ie, both a defined state HIE effort and an

identified independent entity or government agency that had taken the formal role of
facilitating, coordinating, convening, or operating this state effort).

= No state “anchor” or multistakeholder body (whether a state committee,
commission, board, or other) had been given responsibility for addressing health
information privacy and security issues.

Other important factors were evident in these early stages of development:

L] The underlying state infrastructure for health IT and health information exchange
was lacking.

= Few states had started statewide health information exchange planning efforts,
including assessments of needs and capabilities (ie, surveying state providers to
assess the level of penetration of foundational health information technologies, such
as electronic health records (EHRs)) or development of a framework and road map
for moving forward.

= Organization and governance for a state health information exchange effort were
evolving.

=  The key roles of state government as a participant, convener, and coordinator were
emerging.

= Ensuring consumer participation in the process was a major challenge.

= Financial models for initial development and sustainable operations were being
developed.

Evolution of the Landscape During the Project

The period between 2005 and 2007 was instrumental in moving the nation closer to a
transformation in health IT and health information exchange. This process has been fueled
by the significant investment and national leadership that the federal government provided
for these issues through the efforts of the Office of the National Coordinator for Health
Information Technology, the Agency for Healthcare Research and Quality, the Centers for
Medicare & Medicaid Services, the Health Resources and Services Administration, the
National Library of Medicine, the Centers for Disease Control and Prevention, the Substance
Abuse and Mental Health Services Administration, the Department of Veterans Affairs, the
Department of Defense, and many others.

Impact Analysis ES-3
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During this period state policy makers (both state governors and legislatures) and the
private sector have become highly interested in health IT and health information exchange
issues and have recognized their significance. Over the past 2 years alone, more than 300
state legislative initiatives related to health IT and health information exchange have been
introduced across the country. A number of state governors have issued executive orders
identifying, assigning, or creating state bodies to guide the development of state health
information exchange efforts. Findings from the third annual survey of health information
exchanges conducted by eHealth Initiative (2006), the State Level Health Information
Exchange project implemented by the Foundation of Research and Education of the
American Health Information Management Association (FORE/AHIMA; 2007a,b), and the
National Governors Association (NGA) State Alliance for e-Health (NGA, 2007)? provide
evidence of this impressive body of state policy making initiatives in support of local,
regional, and state health IT and health information exchange. As documented by the
National Conference of State Legislatures’ (NCSL’s) Health Information Technology
Champions (HITCh) initiative (NCSL, 2007),* legislation adopted and enacted in 2007 alone
covered 5 major areas:

. increasing state funding to support the adoption of health information technologies
(such as EHRs by state providers);

" creating and supporting local and regional health information organizations and
providing core funding for the implementation of a statewide HIE;

= establishing governance structures to guide and coordinate the planning and
development of a statewide HIE;

L] addressing privacy and security issues, such as consent approaches, and creating a
state privacy and security board; and

" supporting the participation of public health and Medicaid in state HIE pilot projects
and initiatives.

From 2004 (before the Privacy and Security Solutions project) to 2007, state partners made
significant progress in implementing statewide health information exchange. According to
reports from state project directors (supplied for the Assessment of Variation and Analysis
of Solutions Report), a shift has been noted from the stages of early planning to more
mature efforts establishing foundational components, early implementation, and
establishing an operating statewide implementation.

2 Information on the NGA State Alliance for e-Health is available at the website (NGA, 2007).

3 NCSL'’s HITCh initiative is a partnership aimed at strengthening the capacity of state legislators to
respond to issues related to the use of technology to improve access, quality, and effectiveness in
health care. HITCh maintains a list of all introduced and enacted health IT and health information
exchange state legislation. More information is available at the website (NCSL, 2007).
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Impact Analysis

The impact of the Privacy and Security Solutions project can be observed in 5 major
domains: legislation, executive orders, leadership and governance, stakeholder education
and knowledge, and support for health information exchanges. The information analyzed in
this section was drawn from the individual state reports of progress that occurred from the
beginning of the project through the conclusion of Phase Il (see Section 1.2 for additional
discussion of methodology). The process of the Privacy and Security Solutions project
played a critical role in state teams’ success. In identifying variations, developing solutions,
and implementing foundational privacy and security solutions, the teams were able to build
awareness of health IT and health information exchange issues across their respective
states and generate momentum toward interoperability. This section addresses key areas in
which states have made substantial progress as a result of the project.

Legislation

States are in different stages of progress regarding legislation: some states have already
passed new legislation, others have bills under active consideration, and still others are
drafting legislation to be introduced in future legislative sessions in 2008 or 2009.

The Third Annual Survey of Health Information Exchange Activities at the State, Regional
and Local Levels, conducted by the eHealth Initiative and summarized in the report
Improving the Quality of Healthcare Through Health Information Exchange (eHealth
Initiative, 2006), and a summary from the National Council of State Legislatures provides
an extensive overview of legislation passed between 2005 and 2007. This includes many
bills that fall under the broad umbrella of health IT. With respect to legislation, this section
of the report considers a narrower set of bills, namely those where the Privacy and Security
Solutions project participants directly contributed to the legislation’s drafting or passage.
Discussions with project directors in each of the states participating in the Privacy and
Security Solutions project led to identification of additional project-related legislative
activities in 11 states.

The intent of state legislation was to update and align statutes with the electronic health
information environment and address legal barriers to electronic exchange. States worked
diligently to mitigate the risk of codifying existing variations in business practices related to
health information exchange by involving multiple stakeholders and getting feedback from a
broad audience before passage. The positive impact these legislative efforts have on
electronic health information exchange and how well they reduce privacy and security
variations in their application among organizations who engage in electronic health
information exchange will be an important measure of success.

Impact Analysis ES-5
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Executive Orders

Executive orders issued by state governors are another indicator of the Privacy and Security
Solutions project’s impact. Some of the executive orders predate the project, and when this
is the case, state teams often cited the executive order as an impetus for applying for
funding under the Privacy and Security Solutions project. As a direct result of this project,
executive orders have been issued in Kansas, Mississippi, and Ohio. Several states reported
that executive orders are under consideration by their respective governors. The executive
orders offer formal support for the project and help to sustain efforts towards interoperable
exchange.

Leadership and Governance

As state teams moved through the process of identifying variations, creating solutions, and
beginning implementation, many identified a need for specific privacy and security leaders
to take ownership of the implementation process and oversee future steps. The Privacy and
Security Solutions project was designed to support sustainable solutions for interoperable
health information exchange—for example, by having state teams work closely with
stakeholders and by requiring teams to secure a letter of support from their governor. The
project has built on the existing leadership at the state level, allowing states to identify
champions and accelerate progress toward interoperable exchange.

Before the launch of the Privacy and Security Solutions project, state-level leadership and
support for health IT and health information exchange varied widely, with most states
lacking well-defined, coordinated leadership. As a result of the Privacy and Security
Solutions project, state teams generally reported the formation of 3 types of leadership
structures: government-supported boards, commissions, or task forces (15 states);
leadership structures of HIE entities (3 states); and convenor organizations (4 states). The
leadership of HIEs and convenor organizations has continued, and state teams have built
from the existing expertise and commitment, even though the work of the government-
supported initiatives was often limited by time or task objectives.

The Privacy and Security Solutions project has also proved significant in its reach. Many
state teams reported much higher levels of interest from governors, legislators, and state
agencies than existed before the project. This reported increase in interest is supported by
the increased number of introduced bills and executive orders related to health IT and
health information exchange that occurred during the contract span. State teams also
received support in other ways, such as the endorsement of the Privacy and Security
Solutions state project teams and the establishment of steering committees by their
legislative and executive branches.
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Stakeholder Education and Knowledge

A key goal of the Privacy and Security Solutions project was for state teams to create a
broad base of support among stakeholders in their states to develop consensus solutions
and sustainability that would extend beyond the contract period. The Privacy and Security
Solutions project provided state teams with the resources to engage a broader range of
stakeholders than would have been possible otherwise. Similarly, it afforded states the
resources to engage on a broader array of issues.

One of the key developments in this area is the understanding that privacy and security are
essential components of exchange. Similarly, state teams have also realized that the
technology to support exchange exists, and that policies, workflow considerations, and
broad stakeholder buy-in must be established for successful exchange. Using the resources
and tools provided through participation in the project, state project teams were able to
examine the business practices for the exchange of health information not only in direct
patient care, but also within a broader context. The 18 specific scenarios that were
developed and used in the examination of business practices covered the following areas:
treatment; payment; regional health information organizations (RHIOs); research data use;
law enforcement; prescription drug use/benefit; health care operations/marketing;
bioterrorism; employee health; public health; and state government oversight. A broad
representation of stakeholder groups ensured that the project’s review of variations and
legal drivers would be comprehensive, and that a coalition of support would form and be
sustained within the states to ensure that solutions developed and implementation plans
would be carried forward successfully.

Development and Sustainability of Health IT/HIE Efforts in the States

The Privacy and Security Solutions project has helped states establish a privacy and security
foundation with which to develop new health IT efforts. Moreover, state teams have
reported increased engagement of stakeholders in the development and continuation of
health IT efforts. As the state teams develop privacy and security solutions and implement
them, they decrease barriers for other health IT and health information exchange efforts.
This work is supported by the progress of existing projects to higher levels of development,
and has fostered the development of new HIEs.

Collaborative (Cross-State) Outcomes

Almost unanimously, states reported that working with 33 other states and territories on
the Privacy and Security Solutions project proved extremely valuable in understanding their
state-specific challenges for health IT and health information exchange within a larger
nationwide framework.

The relationships that the states have forged, or are planning to pursue, reflect a variety of
cross-state interests. A number of states have established better communications with

Impact Analysis ES-7
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states in their geographical area. Many states, however, have developed relationships that
are based on shared interests, not on geographical proximity. Some states need to share
health information with distant states because their citizens often travel between them for
vacations or health care. Other states have formed relationships to share information about
common approaches to health information exchange architecture, issues, or projects.

Collaborative Work Groups

To increase the focus on cross-state collaboration, RTI was tasked with coordinating and
overseeing the formulation of multistate, collaborative work groups during the extension
period (June through December 2007) of the Privacy and Security Solutions project. Seven
collaborative work groups have been focused on the following areas:

= consumer education and engagement

. provider education

. standards policy adoption

. harmonizing state privacy law

. consent options, outcomes, and best practices

. consent data elements required for data transfer

L] interorganizational agreements

Other Cross-State Initiatives and Interstate Projects

In addition to the formal multistate collaborative groups formed under the Privacy and
Security Solutions project, a number of states have reported laying foundations for or
undertaking cross-state projects as part of the Privacy and Security Solutions project work.
Some of these cross-state interactions resulted from networking opportunities provided by
the project. Many states were able to point to distinct instances in which discussions with
other states served as a significant resource informing their own projects. The potential for
multistate and cross-collaborative work between the states is exceptionally strong,
especially given the foundation that has been provided by the Privacy and Security Solutions
project.

Overview of Individual States/Territories

Section 4 in this report summarizes the impact of the Privacy and Security Solutions project
on the individual states participating in the project. Participating states are presented in
alphabetical order. Each state’s report includes 3 sections. The first section, Health IT/HIE
Privacy and Security Landscape Before the Privacy and Security Solutions Project, describes
the status of electronic health information exchange that existed before the project began.
These descriptions have been drawn primarily from the proposals submitted by each state
to be part of the project. The intent of this section is to provide the context for
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understanding the impact of the project and describe the particular challenges faced in each
state related to factors such as geography, population, and the health care delivery system.
The second section, Current Health IT/HIE Landscape, captures changes that have occurred
since those proposals were submitted, drawn from project reports on activities in each
state, review of websites and other available material, and verified in discussions with key
project staff in each state. The section describes progress made toward exchanging health
information, such as the development of RHIOs or similar entities, or efforts to expand the
exchange of health information. The third section for each state, Current Privacy and
Security Landscape, focuses on privacy and security impacts within each state and also
draws primarily from project reports and discussions with key project staff. This section is
intended to provide detail about the heightened awareness of privacy and security issues in
each state and the actions state teams have taken as a result of their participation in the
Privacy and Security Solutions project.

Conclusions

This report provides a comprehensive review of the work conducted under the Privacy and
Security Solutions project. It is clear that the 34 state teams have made substantial
progress toward the reaching the goals stated at the outset of the project, which include:

= Assess variations in organization-level business policies and state laws that affect
health information exchange;

" Identify and propose practical solutions, while preserving the privacy and security
requirements in applicable federal and state laws, and;

= Develop detailed plans to implement solutions.

This report describes the progress that state teams have made during the past 18 months
toward meeting these goals. The teams have identified the sources of variation that must be
reduced to arrive at a common set of policies that will permit private and secure nationwide
health information exchange. They have worked to educate and engage the stakeholders
within their individual states, laying the groundwork for an enduring statewide constituency
through which they can work to achieve consensus on the implementation of solutions. The
state teams now have an infrastructure in place that positions them to work toward
harmonizing privacy practices, policies, and laws both within their individual states and
across states. They are also leaving behind in states and communities a knowledge base
about privacy and security issues in electronic health information exchange that endures to
inform future health information exchange activities. The next steps for the state teams
include accelerating the implementation of solutions by working in multistate collaboratives,
developing dissemination pathways to achieve widespread adoption, and coordinating with
the other national initiatives.

Impact Analysis ES-9






1. INTRODUCTION

1.1 Background

This Impact Analysis Report is the seventh in a series of reports to be produced under RTI
International’s contract with the Office of the National Coordinator for Health Information
Technology (ONC) and the Agency for Healthcare Research and Quality (AHRQ). During the
past 18 months, participating state teams* have successfully completed an assessment of
the variation among business practices, policies, and laws to gain a better understanding of
the privacy and security landscape within their states to prepare them to develop a
comprehensive plan to protect health information that is stored and exchanged
electronically. The state teams also identified practices, policies, and laws that create
barriers to electronic health information exchange and have worked to develop possible
solutions to these barriers that both preserve and protect privacy and security and promote
interoperable electronic health information exchange. The Privacy and Security Solutions
project has provided the state teams with the leadership, methodology, and funding to
engage and educate stakeholders within their states and build coalitions of stakeholders
across diverse areas within the health care system.

This report provides an analysis of the impact of the Privacy and Security Solutions project
activities, both within and across the participating states. The primary emphasis of the
impact analysis is necessarily state-specific: state project teams have identified outcomes
and impacts that are specific to their states and their unique health information exchange
environments. The report also discusses impacts achieved through participation in multi-
and cross-state activities. It primarily addresses the broader impacts of the project on
privacy and security solutions within the states and, to a lesser degree, on larger health
information technology (health IT) initiatives.

State teams have found a wide range of project impacts within their states. Both the nature
and the extent of these impacts are related to the states’ prior levels of health IT
development. Some states that were further along in their health IT implementations were
able to develop and adopt privacy and security policies that were then adopted by the HIEs
and regional health information organizations in their states. Others, just beginning
discussions related to interoperable health information exchange, were able to bring a
diverse group of stakeholders together and begin to address the identified barriers. Several
states were able to enact legislation necessary to update their state statutes from a paper-
based environment to one conducive to interoperable health information exchange in the
electronic environment.

4 Throughout this report the 33 states and 1 territory are referred to as the state project teams or as
the state teams.
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Section 2 of this report addresses 5 specific areas of impact: legislation, executive orders,
leadership and governance, stakeholder education and knowledge, and development and
sustainability of health IT and health information exchange efforts in the states. Section 3
discusses cross-state initiatives and multistate collaborative work groups, along with their
resulting impacts. Section 4 provides individual state summaries, focusing on impacts that
have been realized since the Privacy and Security Solutions project began. Finally, Section 5
summarizes results and provides conclusions.

1.2 Methodology

To assess and analyze the impacts of the Privacy and Security Solutions project and related
activities, it was necessary first to examine the states’ status at the start of the project. In
early 2006, states and territories applying for funding to participate in Phase | of the Privacy
and Security Solutions project were asked to provide an environmental scan characterizing
the health IT initiatives and projects within their states and the scope of stakeholder
involvement in these efforts. These environmental scan sections of the state project
proposals served as the primary source of information on the states’ status at the onset of
the project. These findings were then compared with the states’ progress in implementing
solutions to address privacy and security in electronic health information exchange. Impacts
realized during the project were identified from reviews of the states’ final implementation
plans, and from participation in collaborative work groups. Additional reports from state
project directors were used to verify and supplement this initial information.

1.3 The Privacy and Security Solutions Project and the Evolving
State and Nationwide Landscape of Health IT and Health
Information Exchange

1.3.1 Landscape Before the Project

When the Privacy and Security Solutions project began, participating states were at
different stages of health information exchange development. In their project proposals, all
states reported some type of existing health IT and health information exchange activity.
These activities included independent, isolated health IT efforts by individual health care
organizations (generally done to build or expand internal IT capabilities); implementation of
1 or more local multi-organizational health information exchange efforts, which were limited
in scope and participation; and early planning of a statewide electronic health information
exchange. Most of these efforts were funded by the organizations themselves or with seed
or start-up monies from federal, state, or private foundation sources. Only a relatively small
number of states reported a high level of maturity in their local efforts, such as the
establishment of foundational components of a statewide initiative, early implementation of
a statewide health information exchange effort, or an operating statewide HIE program.
Findings from the first and second surveys of local, regional, and state health information
exchange activities conducted in 2004 and 2005 by the eHealth Initiative (eHealth Initiative,
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2005) and from an independent evaluation of the evolution of state HIEs (Agency for
Healthcare Research and Quality, 2006) confirm this initial assessment of the status of
health information exchange development across the nation. Both studies showed that more
than 100 projects related to health information exchange existed in at least 35 states. In
the remaining 15 states and territories, health information exchange projects were also
likely under way but not identified because of their size, scope, or early planning stage.

These studies reveal 2 important points about the early stage of health information
exchange development (before the start of the Privacy and Security Solutions project):
= A relatively small number of states had a defined entity or program that was

recognized as the “state HIE effort” (ie, both a defined state HIE effort and an

identified independent entity or government agency that had taken the formal role of
facilitating, coordinating, convening, or operating this state effort).

= No state “anchor” or multistakeholder body (whether a state committee,
commission, board, or other) had been given responsibility for addressing health
information privacy and security issues.

Other important factors were evident in these early stages of development:

= The underlying state infrastructure for health IT and health information exchange
was lacking.

= Few states had started statewide health information exchange planning efforts,
including assessments of needs and capabilities (ie, surveying state providers to
assess the level of penetration of foundational health information technologies, such

as electronic health records (EHRs)) or development of a framework and road map
for moving forward.

= Organization and governance for a state health information exchange effort were
evolving.

= The key roles of state government as a participant, convener, and coordinator were
emerging.

= Ensuring consumer participation in the process was a major challenge.

= Financial models for initial development and sustainable operations were being
developed.

1.3.2 Evolution of the Landscape During the Project

The period between 2005 and 2007 was instrumental in moving the nation closer to a
transformation in health IT and health information exchange. This process has been fueled
by the significant investment and national leadership that the federal government provided
for these issues through the efforts of the Office of the National Coordinator for Health
Information Technology, the Agency for Healthcare Research and Quality, the Centers for
Medicare & Medicaid Services, the Health Resources and Services Administration, the
National Library of Medicine, the Centers for Disease Control and Prevention, the Substance
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Abuse and Mental Health Services Administration, the Department of Veterans Affairs, the
Department of Defense, and many others.

During this period state policy makers (both state governors and legislatures) and the
private sector have become highly interested in health IT and health information exchange
issues and have recognized their significance. Over the past 2 years alone, more than 300
state legislative initiatives related to health IT and health information exchange have been
introduced across the country. A number of state governors have issued executive orders
identifying, assigning, or creating state bodies to guide the development of state health
information exchange efforts. Findings from the third annual survey of health information
exchanges conducted by eHealth Initiative (2006), the State Level Health Information
Exchange project implemented by the Foundation of Research and Education of the
American Health Information Management Association (FORE/AHIMA; 2007a,b), and the
National Governors Association (NGA) State Alliance for e-Health (NGA, 2007)° provide
evidence to this impressive body of state policymaking initiatives in support of local,
regional, and state health IT and health information exchange. As documented by the
National Conference of State Legislatures’ (NCSL’s) Health Information Technology
Champions (HITCh) initiative (NCSL, 2007),° legislation adopted and enacted in 2007 alone
covered 5 major areas:

= increasing state funding to support the adoption of health information technologies
(such as EHRs by state providers);

= creating and supporting local and regional health information organizations and
providing core funding for the implementation of a statewide HIE;

= establishing governance structures to guide and coordinate the planning and
development of a statewide HIE;

= addressing privacy and security issues, such as consent approaches, and creating a
state privacy and security board; and

= supporting the participation of public health and Medicaid in state HIE pilot projects
and initiatives.

From 2004 (before the Privacy and Security Solutions project) to 2007, state partners made
significant progress in implementing statewide health information exchange. According to
reports from state project directors (supplied for the Assessment of Variation and Analysis
of Solutions Report), a shift has been noted from the stages of early planning to more
mature efforts establishing foundational components, early implementation, and
establishing an operating statewide implementation.

5 Information on the NGA State Alliance for e-Health is available at the website (NGA, 2007).

5 NCSL’s HITCh initiative is a partnership aimed at strengthening the capacity of state legislators to
respond to issues related to the use of technology to improve access, quality, and effectiveness in
health care. HITCh maintains a list of all introduced and enacted health IT and health information
exchange state legislation. More information is available at the website (NCSL, 2007).
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2. IMPACT ANALYSIS

Section 2 describes the impact of the Privacy and Security Solutions project in 5 major
domains: legislation, executive orders, leadership and governance, stakeholder education
and knowledge, and support for health information exchanges (HIEs). The initiatives
resulting from this project have brought about changes in business practices, policies, and
state law; educational efforts aimed at providers and consumers; and several other
approaches to reduce privacy and security variations related to the exchange of health
information.

The analysis in this section was drawn from the individual state reports of progress that
occurred from the beginning of the project through the conclusion of Phase Il (see Section
1.2 for additional discussion of methodology). The process of the Privacy and Security
Solutions project played a critical role in state teams’ success. In identifying variations,
developing solutions, and implementing foundational privacy and security solutions, the
teams were able to build awareness of health information technology (health IT) and health
information exchange issues across their respective states and generate momentum toward
interoperability. As a result of the project, states have made substantial progress in the
following key areas.

2.1 Legislation

States are in different stages when it comes to legislation: some states have already passed
new legislation, others have bills under active consideration, and still others are drafting
legislation to be introduced in future legislative sessions in 2008 or 2009. In many states
these activities preceded the project implementation and served, in part, to motivate
participation in the project. In other states, such as Michigan and Minnesota, the work of
the state project teams contributed to legislation enacted during the project. In addition, a
number of states, including Rhode Island and New Hampshire, plan to introduce legislation
in the upcoming session.

The Third Annual Survey of Health Information Exchange Activities at the State, Regional
and Local Levels, conducted by the eHealth Initiative and summarized in the report
Improving the Quality of Healthcare Through Health Information Exchange (eHealth
Initiative, 2006), and a summary from the National Council of State Legislatures (NCSL)
provides an extensive overview of legislation passed between 2005 and 2007. The eHealth
Initiative survey was fielded in May 2006, partway through the Privacy and Security
Solutions project schedule. Survey respondents included health information exchange
initiatives in 49 states, the District of Columbia, and Puerto Rico. The report documents 121
health IT—related bills introduced in 38 states since 2005, with 36 bills passed and signed
into law in 24 states (eHealth Initiative, 2006, pp. 9—10). The NCSL Health Information
Technology Champions group states that by 2007 more than 250 health IT-related bills
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were introduced, with 59 passed in 34 states, plus the District of Columbia. Tables 2-1
through 2-3 summarize this activity. The information contained in these tables is current as
of December 14, 2007, and is based on the sources listed. There may be some pieces of
legislation missing based on when the eHealth Initiative and NCSL conducted their surveys.

Table 2-1. State Legislative Activity in Health IT, 2005—2007—Legislation
Introduced and Passed

Alabama

Act 2007-171, AL HIR 176 —-Enacted 04/16/2007 - Establishes the Health Information
Technology Partnership.

Arizona?

Chapter 255, AZ H 2781 - Enacted 06/25/2007 - Appropriates funds for electronic medical
records.

Arkansas?®

Act 1283, AR H 1354 - Enacted 04/05/2007 - Includes funding for the Health Department
Technology Fund and for Information Technology Initiative activities of the Department of Health.

California®

CA SB 1039 - Enacted 10/11/2007 - Makes technical and conforming changes to the Public
Health Act of 2006. Establishes new functions and responsibilities for the State Department of
Public Health and the State Department of Health Care Services.

Connecticut?

House Bill No. 8002 - Enacted 06/26/2007 — Implements the provisions of the budget
concerning human services and public health.

Senate Bill No. 1484 — Enacted 07/10/2007 — Concerns the HealthFirst Connecticut and Healthy
Kids initiatives.

Colorado?

Chapter 282, CO S 196 -Enacted 05/24/2007 - Creates the health IT advisory committee to
develop a long-range plan for health care information technology.

Chapter 319, CO H 1346 - Enacted 05/29/2007 - Allows for increased fees to cover use and
maintenance of electronic health records to contractors within the Medical Assistance Program.

Chapter 296, CO S 74 - Enacted 05/25/2007 - Creates the emergency access to health
information demonstration program.

Delaware

DE S 155 - Enacted 07/01/2007 - Appropriates funds for the Delaware Health Information
Network.

District of Columbia

DC B 2 - Enacted 01/16/2007 - Includes appropriations for electronic health records system in
community health centers.

(continued)
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Table 2-1. State Legislative Activity in Health IT, 2005—-2007—Legislation
Introduced and Passed (continued)

Florida®

House Bill No. 7073 - Enacted 06/20/2006 - Renaming the State Center for Health Statistics;
revising criteria for collection and use of certain health-related data; providing responsibilities of
the Agency for Health Care Administration; providing for agency consultation with the State
Consumer Health Information and Policy Advisory Council for the dissemination of certain
consumer information; requiring the Florida Center for Health Information and Policy Analysis to
provide certain technical assistance services...

Senate Bill No. 1408 — Enacted 07/01/2006 — An act relating to medical records; amending s.
456.057, F.S.; providing definitions; requiring a health care practitioner’s employer who is a
records owner and a records custodian to comply with specified requirements for confidentiality
and disclosure; amending s. 456.42, F.S.; providing requirements for prescriptions of medicinal
drugs by health care practitioners which are electronically generated or transmitted; creating s.
456.43, F.S.; regulating electronic prescribing for medicinal drugs; providing restrictions for
electronic prescribing software; providing definitions; authorizing electronic prescribing software
to show information regarding a payor’s formulary under certain circumstances;...

Georgia

GA H 94 — Enacted 04/19/2007 — Provides funding to the Georgia Association for Primary Health
Care to complete the statewide electronic medical records system to link the Federally Qualified
Community Health Centers.

Ildaho

ID H 159 — Enacted 03/27/2007 — Creates a Community Health Center Grant Fund with the
intent of improving access to health care services through grants.

lllinois®

IL S 3866 — Enacted 08/23/2007 — Funds expenses of the Adoption Registry and Medical
Information Exchange.

Indiana?®

Public Law 111, IN S 551 — Enacted 05/02/2007 — Establishes the Health Informatics
Corporation.

lowa?

IA H 451 - Enacted 04/20/2007 - Creates a single point of entry long-term living resource
systems team. The team will issue a report to the general assembly by December 1, 2008, that
includes recommendations regarding the use of electronic health records.

IA H 909 - Enacted 05/29/2007 - Makes appropriations procurement and installation for
electronic medical records within a state facility.

Kansas?®

KS H 2368 - Enacted 04/23/2007 - Appropriates funds to support ongoing health information
exchange initiatives that include health information exchange infrastructure planning, privacy and
security collaboration, the advanced identification card project and the community health record
project and to support the inclusion of disease management, a strengthening of electronic
prescribing and electronic medical records, and the development of pilot programs and
compatibility with the private sector.

(continued)

Impact Analysis 2-3



Privacy and Security Solutions for Interoperable Health Information Exchange

Table 2-1. State Legislative Activity in Health IT, 2005—2007—Legislation
Introduced and Passed (continued)

Kentucky?

SB 2 — Enacted 03/08/2005 — Calls for the development and implementation of a statewide
Kentucky e-Health Network, or Ke-HN. The goal of Ke-HN is to improve the quality and reduce
the cost of health care for Kentuckians.

Louisiana®

Act 243, LA S 1 — Enacted 07/06/2007 - Authorizes the Department of Health and Hospitals to
develop and implement a health care delivery system for Medicaid recipients and low-income
uninsured citizens.

Act 172, LA S 238 — Enacted 06/27/2007 — Establishes the Health Care Redesign Fund in the
state treasury.

Act 203, H 765 — Enacted 06/27/2007 — Payable out of the State General Fund (Direct) for
implementation of Phase | of the statewide electronic medical records system for state public
hospitals and medical centers.

Maine?

Chapter 72, ME H 548 — Enacted 05/04/2007 —Expands the definition of health care facility
under the Maine Health and Higher Educational Facilities Authority Act.

Maryland

MD H 979 — Enacted 04/24/2007 — Establishes a health information exchange pilot project.

Massachusetts?

MA H 4141- Enacted 07/12/2007 — Appropriates funds for fiscal year 2008.
MA H 4160 — Enacted 10/10/2007 - Establishes an electronic health records task force.

Michigan?

Public Act 7, MI S 404 — Enacted 05/07/2007 — Appropriations for the Medical Services
Administration for health IT initiatives.

MI S1 — Enacted 10/01/2007 — Requests a federal waiver for incentives for Medicaid recipients.

Minnesota®

Chapter 147, MN H 1078 — Enacted 05/25/2007 — To develop a statewide plan, including
uniform standards to be used for meeting the 2015 goal, of providing an interoperable system for
sharing and synchronizing patient data across systems.

Chapter 148, MN H 548 — Enacted 05/25/2007 — To establish an enterprise-wide pilot project to
provide consumer-owned electronic personal health records to employees of Minnesota state
colleges and universities and all participants in the state employee group insurance program.

Chapter 144, MN H 1063 — Enacted 05/30/2007 — Appropriates funds for higher education if
certain conditions are met for increased training of students on the use of electronic medical
record technology.

Missouri

MO S 577 — Enacted 07/02/2007 — Among other things creates a Healthcare Technology Fund.

MO H 11 — Enacted 06/27/2007 — Funds an electronic pilot project in 1 or more skilled nursing
facilities in Greene County to study the cost effectiveness of electronic health records in long-term
care and the financial benefit to Missouri HealthNet from the Nursing Facility Quality of Care Fund.

(continued)
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Table 2-1. State Legislative Activity in Health IT, 2005—2007—Legislation
Introduced and Passed (continued)

Montana

MT D 683, MT SJR 19 — Enacted 04/24/2007 — Relates to developing health IT.

Nebraska

LB 185 Section 71-5185 — 2007 — Language was changed to allow the 2-way exchange of
electronic medical information and to clarify rights and protections.

Nevada

Chapter 423, NV S 536 — Enacted 06/13/2007 — HIPPA-covered entities that transit individually
identifiable health information in compliance with HIPPA provisions are exempt from more
stringent state laws. The bill also allows individuals to opt out of electronic transmission of
individually identifiable health information with an exceptions for Medicaid and SCHIP patients and
when required by HIPPA or state law.

New Hampshire?

HB 514 — Enacted 05/26/2005 —Establishes the New Hampshire health care quality assurance
commission to enable health care providers to share information about adverse outcomes and
prevention strategies in learning environments which foster candor and self-critical analysis while
maintaining the confidentiality of the information submitted to the commission, the proceedings
of the commission, and the results of the commission’s deliberations.

New Mexico
Chapter 007-21, NM S 611 — Enacted 03/13/2007 — To purchase electronic health records
software for the Mora Valley community health center.

NM HM 60 — Enacted 03/07/ 2007 — Asks the health and human services committee to conduct a
board review of health care reform including health IT.

New York?

Chapter 54, NY S 2104 — Enacted 04/09/2007 — For services and expenses of health IT.

North Dakota

ND H 1021 - Enacted 05/02/2007 - Appropriates funds for the Information Technology
Department and creates a health IT steering committee.

Ohio?

OH H 119 — Enacted 06/30/2007 - Establishes the health information and imaging technology
workforce development pilot project.

Oklahoma?®

OK H 1818 — Engrossed 02/14/2007 — Creates a task force on health care IT.

Oregon

OR S 329 — Enacted 06/28/2007 — Develops recommendations for a model quality institute that
provides leadership and support to further the development of widespread and shared electronic
health records; and develops the capacity of the workforce to capitalize on health IT.

(continued)
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Table 2-1. State Legislative Activity in Health IT, 2005—2007—Legislation
Introduced and Passed (continued)

Rhode Island?®

H 7120 — Enacted 06/24/2006 — A new state budget under which the state agreed to contribute
$6 million to help finance the cost of building a regional health information organization, subject
to certain conditions.

Tennessee

SB 2268 — Enacted 06/06/2007 - Requires approval from the Commissioner of Finance and
Administration for all state contracts for the development or purchase of health IT with other
states and federal agencies.

Texas
TX H 1066 — Enacted 06/15/2007 — Relates to electronic health information and electronic health
records; creates the Texas Health Service Authority Corporation.

TX S 10 — Enacted 06/14/2007 — Creating health care systems efficiencies, such as using
electronic medical records systems.

TX H 522 — Enacted 05/25/2007 — Establishes an advisory committee on health information
exchange; establishes an identification card pilot project program.

TX S 11 — Enacted 06/06/2007 — Relating to homeland security and protection of the public,
including protections against human trafficking; providing penalties.

Vermont?

Act 27, VT H 380 — Enacted 05/16/2007 — Amends hospital reporting and licensing
requirements...

Act 70, VT H 229 — Enacted 06/05/2007 — Makes corrections and clarifications to the 2006
Health Care Affordability Act and related legislation.

Act 71, VT H 531 - Enacted 06/04/2007 — Establishes outreach and enrollment principles for
Catamount Health and state benefit programs; establishes the rural health alliance. Requires that
all primary care providers participating in the project use health IT.

Virginia
Chapter 847, VA H 1650 — Enacted 04/04/2007 — Appropriates public revenues.

Chapter 635, VA H 2198 — Enacted 03/20/2007 —Requires any electronic health records system
or software purchased by a state agency to adhere to accepted standards for interoperability or to
be certified by a recognized certification body.

Washington?

Chapter 259, WA S 5930 — Enacted 05/02/2007 — Provides high quality, affordable health care
to residents based on the recommendations of the blue ribbon commission on health care costs
and access.

Chapter 2007-522, WA H 1128 — Enacted 05/15/2007 — Makes appropriations for 2007-2009.

Chapter 114, WA S 5640 — Enacted 04/18/2007 - Through state health purchasing,
reimbursement, or pilot strategies, promotes and increases the adoption of health IT systems,
including electronic medical records.

(continued)
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Table 2-1. State Legislative Activity in Health IT, 2005—-2007—Legislation
Introduced and Passed (continued)

West Virginia®

Senate Bill No. 170 — Enacted 06/09/2006 — Relating to the establishment of the West Virginia
Health Information Network; establishing purpose of the network; setting up a board of directors;
establishing membership and terms of office of the board; permitting promulgation of legislative
rules; establishing the powers and duties of the network; setting up a special revenue account;
immunity from liability; property rights; dispute resolution; and confidentiality and privacy of
records.

& participant in the Privacy and Security Solutions project.

Source: Adapted from Improving the Quality of Healthcare Through Health Information Exchange:
Selected Findings from eHealth Initiative’s Third Annual Survey of Health Information Exchange
Activities at the State, Regional and Local Levels, eHealth Initiative, 2006; and from 2007 Enacted
Legislation on Health Information Technology, NCSL website, 2007.

Table 2-2. State Legislative Activity in Health IT, 2005—-2007—Legislation
Introduced But Not Passed

Alaska?

Hawaii

New Jersey
North Carolina®
Pennsylvania
Wisconsin?®

Wyoming?

& Participant in the Privacy and Security Solutions project.

Source: Adapted from Improving the Quality of Healthcare Through Health Information Exchange:
Selected Findings from eHealth Initiative’s Third Annual Survey of Health Information Exchange
Activities at the State, Regional and Local Levels, eHealth Initiative, 2006; and from 2007 Enacted
Legislation on Health Information Technology, NCSL website, 2007.

Table 2-3. State Legislative Activity in Health IT, 2005—2007—Legislation Not
Introduced to Date

Mississippi®

South Dakota

& Participant in the Privacy and Security Solutions project.

Source: Adapted from Improving the Quality of Healthcare Through Health Information Exchange:
Selected Findings from eHealth Initiative’s Third Annual Survey of Health Information Exchange
Activities at the State, Regional and Local Levels, eHealth Initiative, 2006; and from 2007 Enacted
Legislation on Health Information Technology, NCSL website, 2007.
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Discussions with project directors in each of the states participating in the Privacy and
Security Solutions project led to the identification of additional project-related legislative
activities in 11 states (Arizona, Kentucky, Louisiana, Michigan, Minnesota, New Hampshire,
New Jersey, New Mexico, Rhode Island, Vermont, and West Virginia) discussed in more
detail below. Nebraska, which used tools generated by the project but did not participate
directly, also identified legislation related to their review. The reported legislative activities
fall into 3 categories: bills that have been enacted, bills that have been filed and are at
various stages of review, and proposals that will be introduced in future legislative sessions,
either in 2008 or 2009.

The project director of the Louisiana team identified recently passed legislation stemming
from that team’s implementation report. Louisiana SCR 75 and HCR 35 create the Louisiana
Health Care Quality Foundation, which will address health IT, among other topics. The team
in Michigan also identified recently passed legislation, including privacy and security
measures in health IT. The Michigan team is also in the process of making legislative
recommendations to the Health Information Technology Commission, which would then
make recommendations to the Department of Community Health, which would then
introduce legislation. The team in Minnesota noted that its work led to updates to privacy
and security legislation in the state. Minnesota HF 1078 modifies existing statute in several
ways, including requiring the Commissioner of Health to develop a form to enable patients
to access their health records. Additional components of the legislation clarify definitions of
several terms and specify terms for the exchange of health information between providers.
The West Virginia teams referred to 2 bills passed in the most recent session that were a
result of that team’s efforts on this project. These include West Virginia HB 3184, a bill to
amend an existing state statute by providing greater flexibility regarding the disclosure of
confidential mental health information, and West Virginia SB 1001, a bill to amend an
existing state statute by adding a new section relating generally to the authorization of
electronic prescribing. Although Nebraska did not participate in the Privacy and Security
Solutions project, legislation related to the storage and transmission of electronic health
records was passed in Nebraska in February 2007, and the executive branch is considering
additional legislation.

In New Hampshire, potential revisions to New Hampshire Statute Chapter 332-1 would
clarify language about ownership of medical records, specify penalties for misuse of data,
and call for the creation of a uniform consent form and a commission to develop consent-
form language. Legislation to amend 332-1 has been filed and will be taken up for
consideration by the New Hampshire legislature in 2008. The legislation has bipartisan
support among state legislators, and support from the governor. Legislation in New Jersey
now refers specifically to the Privacy and Security Solutions project work as the foundation
for revisions to state law. New Jersey bill A 4044, “The New Jersey Health Information
Technology Promotion Act,” passed the Assembly by a 73-0 margin, and an identical bill,
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S 2728, is currently under consideration by the Senate. Members of the New Jersey team
have been working closely with state legislators to craft additional amendments to the
Senate bill that would move the state beyond study of health IT issues and into
implementation. The team noted that if they fail to pass the Senate bill in the current
session, they plan to reintroduce it in the subsequent session.

Specific contributions to legislation in process were noted by Arizona, New Mexico, Rhode
Island, and Vermont. Kentucky noted contributions to possible regulatory changes. Arizona’s
statutory and regulatory amendment proposals will address barriers identified in the first
phase of the Privacy and Security Solutions project, specifically those related to
communicable disease, mental health, immunization, and genetic testing information, and
processes for subpoenas for medical records, as defined in the state’s final implementation
plan. Further, Arizona’s Legal Work Group will continue to work on creating a new statute
governing enforcement/penalties for inappropriate access to an HIE and immunity for
providers and other authorized individuals who access information in an HIE in an
appropriate fashion. The New Mexico proposal would address several topics, including
electronic signatures, disclosure of health information, privacy protections for patients, and
penalties for inappropriate disclosures. Both Arizona and New Mexico are still in the early
stages of drafting legislation and plan to have materials ready for the 2009 legislative
sessions.

Rhode Island’s draft legislation pertains to the protection of information within the state’s
planned HIE. Language has been drafted and approved by the Rhode Island Quality
Institute’s (RIQI) board. The draft legislation has been referred to RIQI’s public affairs
office, which will develop a legislative strategy. Rhode Island plans to introduce a bill in its
next legislative session. Vermont is exploring the possibility of updating statutes related to
emergency access of health data, and is also considering expanding the role of the state
ombudsman to include privacy and security of health information exchange within the state.
Finally, the Kentucky team is contemplating putting forth regulatory changes that would
implement a model licensing transfer agreement for use across the state.

The intent of state legislation was to update and align statutes with the electronic health
information environment and address legal barriers to electronic exchange. States worked
diligently to mitigate the risk of codifying existing variations in business practices related to
health information exchange by involving multiple stakeholders and getting feedback from a
broad audience before passage. The positive impact these legislative efforts have on
electronic health information exchange and how well they reduce privacy and security
variations in their application, among organizations who engage in electronic health
information exchange, will be an important measure of success.

In addition to the work directly attributable to the Privacy and Security Solutions project,
broader health IT legislation has been on many states’ agendas. The National Conference of
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State Legislatures notes that as of October 25, 2007, 53 health IT-related bills had been
enacted in 32 states and the District of Columbia.”

2.2 Executive Orders

Executive orders issued by state governors are another indicator of the Privacy and Security
Solutions project’s impact. Some of the executive orders predate the project, and when this
is the case, state teams often cited the executive order as an impetus for applying for
funding under the Privacy and Security Solutions project. As a direct result of this project,
executive orders have been issued in Kansas, Mississippi, and Ohio. Several states reported
that executive orders are under consideration by their respective governors. The executive
orders offer formal support for the project and help to sustain efforts towards interoperable
exchange.

The eHealth Initiative report (2006) documents executive orders issued by governors in 10
states (Table 2-4).

On February 8, 2007, the governor of Kansas issued an executive order creating a health
information exchange commission consisting of most of the project members in the state.
Mississippi’s governor also issued an executive order in 2007 creating the Health
Information Infrastructure Task Force. The task force is responsible for developing
recommendations for the adoption and enhancement of health IT and health information
exchange, including recommendations to address privacy and security issues in the
adoption of health IT and to ensure privacy and security of health information exchange. In
Oklahoma, the governor plans to issue an executive order to make the Privacy and Security
Solutions steering committee a permanent standing body to advise on privacy and security
issues related to health IT implementation. Finally, the Wyoming team noted that the
governor may issue an executive order based on the team’s recommendations.

2.3 Leadership and Governance

As state teams moved through the process of identifying variations, creating solutions, and
beginning implementation, many identified a need for specific privacy and security leaders
to take ownership of the implementation process and oversee future steps. The Privacy and
Security Solutions project was designed to support sustainable solutions for interoperable
health information exchange—for example, by having state teams work closely with
stakeholders and by requiring teams to secure a letter of support from their governor. The
project has built on the existing leadership at the state level, allowing states to identify
champions and accelerate progress toward interoperable exchange.

” Reference: http://www.ncsl.org/programs/health/forum/Hitch/enacted.htm
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Table 2-4. Health IT-Related Executive Orders Issued by State Governors

State Date Issued Governor
Arizona®
Executive Order 2005 - 25 August 30, 2005 Napolitano
California®
Executive Order S-12-06 July 24, 2006 Schwarzenegger
Florida®
Executive Order 04-93 May 4, 2004 Bush
Illinois?
Executive Order 9 July 13, 2006 Blagojevich
Kansas?®
Executive Order 04-14 December 14, 2004 Sebelius
Executive Order 07-02 February 8, 2007
Mississippi®
Executive Order 979 March 2007 Barbour
Missouri?
Executive Order 06-03 January 17, 2006 Blunt
Ohio?
Executive Order 2007 — 30S September 17, 2007 Strickland
Tennessee®
Executive Order 35 April 6, 2006 Bredesen
Virginia
Executive Order 30 July 20, 2006 Kaine
Wisconsin?
Executive Order 129 November 2, 2005 Doyle

& Participant in the Privacy and Security Solutions project.

Source: Adapted from Improving the Quality of Healthcare Through Health Information Exchange:
Selected Findings from eHealth Initiative’s Third Annual Survey of Health Information Exchange
Activities at the State, Regional and Local Levels, eHealth Initiative, 2006; and from 2007 Enacted
Legislation on Health Information Technology, NCSL website, 2007.

Before the launch of the Privacy and Security Solutions project, state-level leadership and
support for health IT and health information exchange varied widely. State teams generally
reported 3 types of existing leadership: government-supported boards, commissions, or
task forces (15 states); leadership structures of HIE entities (3 states); and convenor
organizations (4 states). In addition, New York and Florida were in the process of awarding
grants to support health information exchange, under the Health Care Efficiency and
Affordability Law for New Yorkers and Florida Health Information Network programs,
respectively. The leadership of HIEs and convenor organizations has continued, and state
teams have built from the existing expertise and commitment, even though the work of the
government-supported initiatives was often limited by time or task objectives.

During the project, state teams recognized a need for increased leadership to serve as a
resource for stakeholders within the state and to support advancement. When drafting their
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implementation plans, most teams recommended that an oversight body be implemented to
govern privacy and security issues across the state. These recommendations took 2 main
forms: (1) an independent privacy and security governing body and (2) a privacy and
security subcommittee that is part of a larger governing body (other subcommittees might
include technology, communications, and finance).

California has created a new independent privacy and security body, the California Privacy
and Security Board. It was established to provide a governance structure to facilitate and
guide the considerable amount of regional health information organization activity in
California. The mission of the board is to establish security standards, develop privacy
principles and policies, and, in general, continue the privacy and security efforts begun
under the project. The board has established 4 committees: the Privacy Committee, the IT
Security Committee, the Legal Committee, and the Education Committee.

Other states are also considering creating independent privacy and security bodies,
particularly states in which the designated HIE has been given control over privacy and
security issues. Some stakeholders have expressed concern about the independence of a
privacy and security committee that is under HIE governance (this governance arrangement
is now in place or being planned in 8 states). Two states noted that a governance
arrangement in which the HIE oversees all aspects of governance could be interpreted as a
conflict of interest, because the HIE is responsible for making financial decisions that might
conflict with its need to uphold community standards for privacy and security. For example,
Vermont noted that it had observed a healthy tension between the board of directors of
Vermont Information Technology Leaders, the state’s HIE, and some of the proposals
emerging from the state’s Privacy and Security Solutions project work. The concern about
the independence of the HIEs is most prevalent in states that have only 1 HIE. As
mentioned, California has already created an independent body to address the coordination
of its nearly 30 HIE initiatives. Indiana and Massachusetts, which are in more advanced
stages of development, did not see an immediate need for a new governance structure.

Governance bodies are in various stages of development in 13 states. Those in development
are often emerging from new executive orders or legislation, although some are being
explored without this support. The process is similar across states: (1) establish the body’s
authority and scope (by executive order or legislation), (2) create the body, (3) establish
bylaws and operating procedures for the body, and (4) begin work. State teams are working
in different stages of this process to determine the scope of the governance body, its
membership, and its operating procedures. To ensure buy-in and respect for the body once
it is established and implemented, state teams are actively seeking stakeholder input as
they work through this process.

In addition, 4 state teams (Maine, Massachusetts, Puerto Rico, and Wisconsin) reported de
facto governance in their state. For example, in Wisconsin, the Department of Health has

2-12 Impact Analysis



Section 2 — Impact Analysis

statutory authority over key privacy issues, and other players in the state also contribute to
the development of policies and education of stakeholders. In Puerto Rico, the Department
of Health has informal control over policy development. Maine and Massachusetts have
convenor organizations that, although not the arbiters of privacy and security issues, bring
stakeholders together to help develop consensus-based solutions.

Four states explicitly noted that they are not working toward the development of a privacy
and security body. In New Hampshire, no HIE exists, and the state has determined that a
privacy and security governance body is currently unnecessary. However, New Hampshire’s
Citizen’s Health Initiative serves as a venue for continued privacy and security discussions.
Two states (Indiana and Massachusetts) are in a more advanced state of development and
judge that current practices and leadership are serving the state well. Massachusetts noted
that a privacy and security governing body may be necessary in the future but not at this
time.

As a result of state teams’ desire to achieve support and respect for the governing body, the
governance structures are not yet fully developed in the states, and their responsibilities are
still being defined. Four states noted that, before the project, privacy and security were
often taboo issues that stakeholders were quick to eschew as too difficult or contentious. As
a result of the project, recognition is increasing in all participating states that privacy and
security are essential components of any information exchange and that, even though the
issues are challenging, consensus is achievable. This discovery arose from state teams’
ability to reach additional and new stakeholders, an ability that itself was fostered by the
Privacy and Security Solutions project. Moreover, 3 teams noted that the structure of the
project (identifying variations, creatin